R e e o Tty — Rt
e =

..‘—_._L-- ”

Defending U.S. Waterways

s
L
e

-"'f'ﬁ:lt—

—

h s
' o TR —




PROCEEDINGS &

Spring 2006

u

]
=l
u

]
-2
]

|

On the Cover

Vol. 63, Number 1

Petty Officer Jason Miele, a member of the Coast Guard Maritime
Safety and Security Teams (MSST), stands guard in the East River near
the Brooklyn Bridge. The MSSTs were created in direct response to the

terrorist acts of Sept. 11, 2001.
U.S. Coast Guard photograph by PA1 Tom Sperduto.

10

13

19

23

26

29

32

36

39

42

45

Awareness

Global Maritime Security
CDR John Caplis

Innovations for Port Security
Dr. Marc B. Mandler

The Deepwater Program
RADM Patrick M. Stillman

Safely Securing U.S. Ports
LCDR Brady Downs

HOMEPORT
LCDR Mark Hammond, LCDR Karrie Trebbe

America’s Waterway Watch
Chief Petty Officer Penny Collins, LT Kenneth Washington

Three-Dimensional Awareness
ENS Joseph Azzata

On Watch
Mr. William R. Cairns

Maritime Domain Awareness
Mr. Guy Thomas

Prevention
Keeping U.S. Waters Safe and Secure
LCDR Mark Willis, LCDR Malcolm McLellan

Maritime Security Training
LCDR Derek A. D’Orazio

International Port Security Program
Mpr. Mike Brown



49

52

55

60

63

66

69

73

76

79

83

84

87

89

92
94

Cargo Security
M. Basil Maher, LCDR Mike Dolan

Central California Area Maritime Security Committee
LCDR Anthony C. Curry, Mr. Robert T. Spaulding

Port Coordination in the Largest U.S. Petrochemical Complex
LCDR D. Hauser

Asymmetric Migration
LCDR Mike Cunningham

The Evolution of TWIC
LCDR Jonathan Maiorine

Port State Control Examination
LT Ryan Allain, LT Craig Toomey

Increased Port Security
Mr. Chris Austen

National Maritime Security Advisory Council
Myr. John Bastek

Protection

Airborne Use of Force
LCDR Melissa Rivera, CDR Aaron C. Davenport

Safeguarding the United States
LCDR Brad Kieserman, LCDR Christopher F. Murray, LCDR Mike Cunningham

Maritime Safety and Security Teams
CDR Aaron C. Davenport

Port Security
Myr. Kenneth McDaniel

Response and Recovery

National Response Options Matrix
CAPT Wayne C. Dumas

Counterterrorism Force
LCDR Jose L. Rodriguez, LTC Michael Kichman, U.S. Army (ret)

On Deck

Assistant Commandant’s Perspective
RADM R. Dennis Sirois and RADM T. H. Gilmour

Champion'’s Point of View
RDML Craig Bone

Nautical Queries
Engineering
Deck

Cover Photo Courtesy of
PA1 Tom Sperduto.

Back Cover Photos: Courtesy of
PA1 Daniel Tremper,

PA3 Donnie Brzuska,

PA3 Christopher Grisafe, and
PA3 Kelly Newlin.

Icon Credits:
All are USCG illustrations.

Copyright © 2006 USCG and its
licensors.




ADM Thomas H. Collins
Commandant
U.S. Coast Guard

The Marine Safety
& Security Council
of the
United States Coast Guard

SN Perspective

by RADM R. DENNIS SIROIS
Assistant Commandant for Response

by RADM T. H. GILMOUR
Assistant Commandant for Prevention

RDML John E. Crowley Jr.

Throughout our nation’s history, the oceans, lakes, and rivers have been vital to our
prosperity and to our security. Today, we continue to depend on these maritime high-
ways for a Global Transportation System that delivers goods and materials to facto-
ries and stores across our country. The oceans and waterways are also favorite areas
for recreation. For most of our history, warfare and perils such as piracy were first on
our minds when we thought of threats to maritime security. Today, however, we also
face a determined and resourceful terrorist enemy who would turn the vehicles of
peaceful transportation—including ships, as well as planes, trains, and trucks—into
deadly instruments of destruction.

A government has no higher duty than to protect its citizens. The president has called
for a fully coordinated government effort to safeguard our interests in the Global
Maritime Domain. Because a robust international effort is essential to achieving this
objective, the president required that international outreach be an integral part of the
strategy. We are committed to building and sustaining alliances within the commu-
nity of nations to help achieve the goal of a more secure world. At a time when global
terrorism, rogue states, international crime, and weapons of mass destruction
threaten the world’s oceans and waterways, no one nation can accomplish this goal
alone. Success will come through the hard work of a powerful coalition of nations,
focused on protecting the world’s maritime interests.

To safeguard the maritime domain, the United States must forge cooperative partner-
ships and alliances with other nations, as well as with public and private stakehold-
ers in the international community. We cannot and should not attempt to patrol every
coastline, inspect every ship, screen every passenger, or peer into every container
crossing the world’s oceans. To foster stronger partnerships within the international
community, the United States must have a coordinated and consistent approach to
building international support and cooperation to reinforce global maritime security.
We will propose ideas, and encourage others to do the same. We will speak frankly.
We will also listen carefully. We will work together. Security must be a team effort.

The United States Coast Guard takes a layered and cooperative approach to maritime
security, utilizing the expertise of federal, state, and local authorities as well as that of
the private sector and of international partners to create a system of security measures
to protect one end of a sea-based journey to the other. The goal is to harmonize
security measures and economic growth. The layered, often interlocked or interre-
lated, security measures are designed to make it harder for terrorists or transnational
criminal groups to attack the United States or harm our interests. These layered meas-
ures seek to protect the American public and the maritime commerce chain.

What follows in this issue of Proceedings is an overview of our current maritime secu-
rity programs and initiatives.
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Champion’s
Point of
View

by RDML CRAIG E. BONE
U.S. Coast Guard Director of Inspection & Compliance Directorate

Nationally and internationally there has been a substantial increase in the security
of the Global Maritime Transportation System since the terrorist attacks of
September 11, 2001. The implementation of the International Port and Facility
Security (ISPS) Code in July 2004 and the Maritime Transportation Security Act
(MTSA) of 2002 has established a sound foundation of preparedness throughout all
segments of the maritime transportation system.

While much has been done, there is no room for complacency. This Proceedings issue
is meant to acknowledge efforts and challenges to work systematically to address
innumerable potential threats. We need to also consider the lessons learned from
natural disasters, such as Hurricane Katrina, and modify our planning to account
for previously unforeseen obstacles in preventing, responding to, and recovering
from devastating incidents.

Many of the articles covered in this issue represent the first public description of the
Coast Guard’s new capabilities and capacities in port security. There are more than
70 current initiatives that have either been completed, or are in the process of com-
pletion, which will strengthen the foundation of MTSA and ISPS. There are signifi-
cant challenges to solidify security in the global maritime transportation system.
Government agencies and industry will need to continually address and share best
practices concerning threat and risk models, utilization of new technologies, devel-
opment of needed standards for identification cards, vessel tracking systems, and
training.

In this issue, we solicited a variety of topics and viewpoints from the project
leaders in the Coast Guard and other partner stakeholders. I would like to sincerely
thank the authors for their time and talent putting together contributions for this
edition. We have no choice but to move forward and institutionalize port security
practices worldwide, the threat is real and the risk and consequences severe.
Terrorists will continue to look for ways to exploit the gaps and vulnerabilities
within the Global Marine Transportation System and parts of our critical infra-
structure. We must remain vigilant and tenacious in our efforts, if we are to thwart
terrorism.



On December 21, 2004, President George W. Bush
signed Maritime Security Policy National Security
Presidential Directive 41/Homeland Security
Presidential Directive 13 (NSPD-41/HSPD-13) with
the goal of establishing U.S. policy, guidelines, and
implementation actions to enhance homeland secu-
rity by protecting U.S. maritime interests. It directs
that all U.S. government maritime security programs
and initiatives be coordinated to achieve a compre-
hensive and cohesive national effort involving appro-
priate federal, state, local, and private sector entities.

The Secretaries of Defense and Homeland Security
were jointly charged with leading a collaborative
interagency effort to craft a National Strategy for
Maritime Security (NSMS) and eight supporting
plans.

To successfully achieve their objectives, the National
Strategy for Maritime Security and supporting plans
must consider the following statements:

The safety and economic security of the
United States depend in substantial part
upon the secure use of the world’s oceans.
Maritime security harmonizes the need for
protection against terrorist, hostile, criminal,
and dangerous acts with the need for vibrant,
secure maritime commerce that underpins
economic security. Therefore, the United
States has a vital national interest in maritime
security.

The security of the Maritime Domain is a
global issue. Since all nations benefit from
this collective security, all nations must share
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Global Maritime

Security

An overview of the National Strategy

for Maritime Security.

by CDR JonN CaPLIS
U.S. Coast Guard Office of Strategic Analysis

in the responsibility for maintaining mar-
itime security.

Security in the Maritime Domain is a shared
responsibility between the public and the pri-
vate sectors.

Maritime security encompasses threats from
all criminal or hostile acts, such as the smug-
gling of contraband, illegal immigration,
piracy, illegal harvesting of natural resources,
and terrorist activities.

The National Strategy for Maritime Security strives
for a holistic approach in dealing with the broad array
of threats to security within the maritime domain,
addressing activities that span from prevention to
post-incident recovery. The NSMS strives to achieve
its objectives through five cross-cutting strategic
actions:

Enhancing international cooperation to
ensure lawful and timely actions against
maritime threats. New initiatives are needed
to ensure that all nations fulfill their responsi-
bilities to prevent and respond to terrorist or
criminal actions with timely and effective
enforcement. The United States will continue
to promote the development of cooperative
mechanisms for coordinating regional meas-
ures against maritime threats that span
national boundaries and jurisdictions. The
United States will also work closely with
other governments and international and
regional organizations to enhance the mar-
itime security capabilities of other key
nations.

www.uscg.mil/proceedings



Maximizing Domain Awareness to support
effective decision making. A key national
security requirement is gaining an effective
understanding of all activities, events, and
trends within the Maritime Domain that
could threaten the safety, security, economy,
or environment of the United States and its
people. Domain awareness enables the early
identification of potential threats and
enhances appropriate responses, including
interdiction at an optimal distance with capa-
ble prevention forces.

Embedding security into commercial prac-
tices to reduce vulnerabilities. Private own-
ers and operators of infrastructure, facilities,
and resources are their own first line of
defense and should embed into their business
practices scalable security measures that
reduce systemic or physical vulnerabilities.
Embedding security practices rests upon the
implementation and continual improvement
of key legislation, such as the Maritime
Transportation Security Act of 2002, and
International Maritime Organization require-
ments, such as the International Ship and
Port Facility Security Code.

Deploying layered security to unify public
and private security measures. Achieving
maritime security is contingent upon execut-
ing a layered security system that integrates
the capabilities of governments and commer-
cial interests. The public and private sectors,
acting in concert, can only prevent terrorist
attacks and criminal acts by using diverse
and complementary measures, rather than
relying upon a single solution.

Assuring continuity of the marine trans-
portation system to maintain vital com-
merce. The United States must be prepared to
maintain vital commerce in the aftermath of
any terrorist attack or other similarly disrup-
tive incidents that occur within the Maritime
Domain. The response to such events should
not default to an automatic shutdown of the
marine transportation system; instead, the
United States will be prepared to disengage
selectively only designated portions and
immediately implement contingency meas-
ures to ensure the public's safety and continu-
ity of commerce.

www.uscg.mil/proceedings

The National Strategy for Maritime Security
focuses on four main objectives:

preventing successful terrorist
attacks and criminal or hostile acts;

protecting maritime-related popu-
lation centers and critical infrastruc-
ture;

minimizing damage and expediting
recovery; and

safeguarding the ocean and its
resources.

The National Strategy for Maritime Security
is further guided by the following principles:

freedom of the seas must be pre-
served for legitimate military and
commercial navigation;

maritime security efforts should
seek to facilitate global commerce
and prosperity; and

individual civil liberties and rights
guaranteed by the U.S. Constitution,
as well as the international rule of
law, must be preserved.

The eight supporting plans of the National
Strategy for Maritime Security cover the

areas of:
National Maritime Domain
Awareness (MDA);
Global Maritime Intelligence

Integration;

Domestic Outreach Engagement;
Coordination of International Efforts
and International Outreach;
National Maritime Operational
Threat Response;

National Maritime Infrastructure
Recovery;

Maritime Transportation System
Security; and

Maritime Commerce Security.
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Coast Guard’s Role in Implementing

National Strategy

NSPD-41/HSPD-13 created an interagency Maritime
Security Policy Coordinating Committee (MSPCC) to
serve as the primary forum for coordinating U.S. gov-
ernment maritime security policies. The MSPCC coor-
dinated the development of the National Strategy for
Maritime Security and its supporting plans and is
now actively working on assigning responsibilities
and tasks to agencies within the government for
implementation. The Coast Guard, as a lead federal
agency responsible for maritime homeland security,
will take an active role in executing the National
Strategy for Maritime Security and its eight support-
ing plans.

While an implementation strategy for the NSMS and
its supporting plans is currently being developed, the
Coast Guard should expect to play an active leader-
ship role in several areas.

Integrating the Layers of Security

The concept of layers of security is complex and
involves multiple types of activities to create a net-
work of interdependent, overlapping, and purposely
redundant checkpoints in the system, which are
designed to reduce vulnerabilities and detect, deter,
and defeat threats. It entails developing security
measures that cover the various components of the
maritime transportation system, including people,
infrastructure, conveyances, and information sys-
tems. These security measures span distances geo-
graphically from foreign ports of embarkation,
through transit zones, to U.S. ports of entry and
beyond; involve the different modes of transportation
that feed the global supply chain; and are imple-
mented by various commercial, regulatory, law
enforcement, intelligence, diplomatic, and military
entities.

A significant challenge to constructing integrated lay-
ers of security is the fact that many of the layers are
the responsibility of different agencies. Integrating
these disparate maritime security layers will be nearly
impossible to achieve through ad hoc cooperation.
The solution to this dilemma involves unity of effort,
shared responsibility, partnership, and mutual sup-
port, but requires an agency with significant maritime
security responsibilities to step up and act as a coordi-
nator for the purposes of integrating the govern-
ment’s efforts to provide layered security. This will be
an important function, as coordinating the layers of
security requires working with agencies, private sec-
tor interests, and international partners to integrate
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efforts and eliminate seams between different modes
of transport, agency jurisdictions, and international
boundaries, so as to deny their exploitation by crimi-
nal or hostile actors.

Coordinating Maritime Security Operations
Deploying a system of effective, layered security
requires extensive operational coordination and unity
of effort among the involved agencies and the private
sector. Mission coordination is essential to integrate
the maritime security operations of numerous agen-
cies at the operational and tactical levels to achieve
operational effectiveness. A need exists to identify an
agency with organizational capacities to champion
the development of coordination protocols for operat-
ing jointly to prevent and respond to threats, such as
those contained within the national Maritime
Operational Threat Response Plan. This agency
would also facilitate command and control during
specific incidents and provide a forum for interagency
mission planning when a multi-agency response must
be seamlessly coordinated.

The Coast Guard possesses the authorities, capabili-
ties, competencies, and partnerships to fulfill this role
and should expect to be called upon to act as a mis-
sion coordinator. The Coast Guard maintains a robust
command, control, and communications (C3) net-
work of local, regional, area, and national level, mili-
tary-style command and control centers, supported
by extensive communications systems. To meet the
expanding requirements of the maritime security mis-
sion, the Coast Guard is transforming its C3 network
into integrated, multifunction command centers and
is also enhancing the capabilities of the supporting
communications systems. The Coast Guard must pre-
pare to leverage its C3 network capabilities to support
integrated maritime security operations.

Preparing for Maritime Recovery Operations

The private sector has traditionally demonstrated an
ability to adjust activities in response to disruptions in
the maritime transportation system, so much so that it
has often been said to be self-healing in nature.
Widespread disruptions, however, caused by a secu-
rity-related incident of national significance, could
threaten to bring large portions of the maritime trans-
portation system to a virtual standstill, and contin-
gencies must be prepared.

Assuring continuity of commerce is likely to require
extensive coordination between the public and pri-
vate sectors to restart or keep the flow of commerce
moving during such an event. The National Strategy
for Maritime Security identifies the Coast Guard as

www.uscg.mil/proceedings



the executive agent for the Department of Homeland
Security for coordinating mitigation measures to
expedite the recovery of infrastructure and trans-
portation systems in the Maritime Domain. As such,
the U.S. Coast Guard should expect to play a leader-
ship role in coordinating maritime recovery opera-
tions in consultation with federal, state, and local
agency partners and the private sector.

On the national level, recovery policies and proce-
dures that emphasize assuring continuity of com-
merce in the Maritime Domain, such as the Maritime
Infrastructure Recovery Plan and the Plan to Re-
establish Cargo Flow, as contained within the
National Maritime Transportation Security Plan,
must be developed and closely coordinated with the

Jhe .Coast G_vua_rd, as a lead federal
responsible for maritime
homel_glr)d security, will take.an active

agency

role Sil e

other federal agencies and the private sector. Within
the ports, the Coast Guard Captain of the Ports, as
Federal Maritime Security Coordinators, can antici-
pate that they will be required to coordinate with
federal, state, local, and private sector stakeholders
through the Area Maritime Security Committees to
prepare contingency plans for conducting maritime
recovery operations.

Partnering for International Maritime Diplomacy

The Coast Guard, now more than ever, should expect
to play a vital role as an instrument of national secu-
rity in protecting, promoting, and defending the
maritime interests of the United States and our inter-
national partners. It is a unique agency through

www.uscg.mil/proceedings
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which the United States can assist other nations in
achieving maritime security throughout the domain.
The Coast Guard is ideally suited to conduct interna-
tional maritime diplomacy activities on behalf of the
Department of State and the Combatant
Commanders, as well as on its own behalf, to achieve
the objectives of the NSMS.

In its international maritime diplomacy role, the

Coast Guard can assist other nations in the:

* development of national maritime policies,
strategies, standards, and legislation;

+  professional and material development of
national maritime security, maritime safety,
and naval forces; and

+ development of other maritime manage-
ment and regulatory agencies.

The Coast Guard has traditionally been the chief
advocate for the United States in international
issues involving maritime safety. Similarly, the
Coast Guard should expect to be called upon to
be the driving force in moving maritime secu-
rity issues to the forefront at international
forums such as the International Maritime
Organization.

Conclusion

As stated in the National Strategy for Maritime
Security, it is only through an integrated approach
among all maritime partners—domestic and interna-
tional, public and private—that the security of the
Maritime Domain can successfully be improved.
Such collaboration is fundamental to implementing
this national strategy and is vital to protecting the
interests of the United States.

About the author: CDR John Caplis currently works in the Office of
Strategic Analysis for the Coast Guard Chief of Staff. He was detailed to
the HSPD-13 project team as the Deputy Action Officer for the
Department of Homeland Security, where he was a member of the core
writing team that drafted the National Strategy for Maritime Security
and coordinated with the interagency working groups that developed the
eight supporting plans.
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Innovations for
Port Security

Technologists and users
must partner for success.

by DR. MARC B. MANDLER

Technical Director, U.S. Coast Guard Research and Development Center

Many of us have pondered the riddle about the tree
that falls in the forest with nobody in earshot. Does
the tree make a sound? In the spirit of this classic rid-
dle, here is another puzzle: If an inventor creates a
solution to a problem, but no one ever adopts the
solution, is it considered an innovation?

Some argue that creativity is the mother of innova-
tion. Therefore, a solution that is not embraced by end
users should still be considered an innovation if it is
novel and creative. In the corporate world, where gen-
erating profits is paramount, chief executive officers
will say that products that do not generate or have the
potential to generate profits, no matter how creative,
should not be called innovations.

Acquirers of port security technologies view the
world a little differently when it comes to innovations.
They are inundated with information on hundreds,
perhaps thousands, of technologies that are promoted
as improving port security. Are all of these innova-
tions? The acquirers of port security technologies—
federal, state, and local officials—view innovations as
not simply those products that have the promise of
improving the security of a port, but products that are
proven to improve security and do it in an affordable
and cost-effective manner.

How does one create a better environment for innova-
tion in port security? Significant funding has been
made available through a variety of sources to
address security needs. Sometimes, the funding is
provided to technology developers to create products
that can improve security posture. Other funds are
provided to federal, state, or local authorities to
acquire the best technology for a specific application.
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Technology developers are poised to provide the
quick, off-the-shelf solution. Their customers search
for the off-the-shelf system that will address their per-
ceived vulnerability. The U.S. taxpayer trusts that offi-
cials will be good stewards of their tax dollars and
protect them from many of the security risks that they
currently face.

Dr. Robert Frosch, a former administrator of the
National Aeronautics and Space Administration and
former vice president of General Motors, provides
some caution to developers and acquirers alike in an
article, “The Customer for R&D is Always Wrong.”!
He writes:

“ After 40-odd years of working in application- and mis-
sion-oriented research, I have come to believe pro-
foundly that the customer for technology is always
wrong. Now, the technologists are usually wrong, too;
they tend to be wrong in complementary ways. I have
seldom, if ever, met a customer for an application who
correctly stated the problem to be solved. The normal
statement of the problem is either too shallow and
short-term, or, even more likely, is a formula for the
widget that the customer thinks is required to solve
what the customer thinks is the problem. The technolo-
gist is usually peddling ‘that wonderful thing we did in
the laboratory yesterday,” and if it happens to be square
and the hole is round, a little force-fitting may help.”

To overcome the wrongness that Dr. Frosh says perme-
ates discussions between technologists and customers,
there needs to be a robust and active collaboration
between technology developers and technology con-
sumers. Technology developers will be more success-
ful if they walk in the shoes of the customer to gain a

www.uscg.mil/proceedings



full appreciation of the environment in which the user
operates. Those constraints can prevent a technology
solution from becoming an innovation.

Similarly, technology users must be willing to invite
developers to work alongside them and teach them
about their world and then be willing to have their
operations serve as the testing ground for evaluating
new technology concepts. Innovation is intimately
related to the degree to which the technologist and user
work together to clearly define the problem, the desired
outcome, and the characteristics of a successful solution.

Modeling and Simulation as Innovation Tools
Modeling and simulation are tools that can help pro-
mote the innovation process and facilitate dialog
between technologist and acquirer. Models or simula-
tions provide an environment to test out technology
concepts, in a relatively low-cost way before develop-
ment funds are expended, to evaluate the effective-
ness of potential technology solutions.

The Coast Guard Research and Development Center
(RDQ), the Coast Guard’s sole research facility, uses
many tools to assist in technology evaluations to sup-
port port security decisions. Simulation models are
used to examine, for example, the relationship
between surveillance system coverage and resolution
and the likelihood of detecting a target of interest.
Models are also used to evaluate the effectiveness and
costs of employing, for example, small unmanned
aerial vehicles in support of Coast Guard port security
missions. In recent work, RDC used models to exam-
ine the effectiveness of waterside barriers for protect-
ing vessels and facilities and different screening
strategies for reducing the risk to ferries and passen-
gers of a vehicle-borne improvised explosive device.

Consider a facility operator who wants to protect a
facility, cruise ship, or a liquefied natural gas (LNG)
tanker from attack by a small boat carrying explosives.
Physical barriers, devices placed in the water to stop or
slow down a small boat, offer promise for protection.

Figure 1: The new Hawkeye port surveillance system at Sector Command Center Miami.

www.uscg.mil/proceedings
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RDC completed a study in partnership with the
Captain of the Port in Boston, the city of Boston, and
others to select the best commercial, off-the-shelf bar-
rier to protect LNG ships moored in downtown
Boston and cruise ships that make ports of call in
Boston. The city of Boston was looking for stopping
capability but was also concerned about mobility in
its ports, the ease with which a barrier can be put in
place and removed, and how much deterrence to an
attack a barrier would provide without incurring
excessive maintenance and support costs. A layer of
protection analysis, which is a risk-based model, was
used to evaluate the range of factors important to the
port and to aid in selecting the barrier that fit the
needs of the port. The result of this collaborative
analysis was consensus among a number of disparate
groups on the best set of technologies and operations
to protect LNG vessels and cruise ships. The process
of using a model to educate the consumer helps
improve the likelihood that the technology selected
will actually improve security.

Similarly, RDC worked closely with the ferry industry
and federal, state, and local authorities to examine the
range of alternatives that could be used to protect fer-
ries from attack by a vehicle-borne improvised explo-
sive device. A range of commercial vehicle screening
technologies was examined, and a simulation model
was developed to illustrate the trade-offs among
screening effectiveness, cost, and efficiency of ferry
operations. This effort, done in conjunction with
authorities and ferry operators, resulted in recom-
mendations that are being implemented to reduce the
risk to the ferry system.

Rapid Prototyping Promotes Dialog with Users

Another powerful tool to promote the innovation
process and facilitate a robust partnership between
technologist and user is rapid prototyping. Rapid proto-
typing is an iterative process whereby a technology con-
cept is matured through a spiral cycle of technology
improvements that evolve from user feedback during
the technology development process. Rapid prototyp-
ing is especially useful as a tool to help refine opera-
tional requirements in situations where users must
adapt to a new mission or a new way of doing business.

Shortly after September 11, 2001, the Coast Guard
Research and Development Center began a program
called CATS-I that used this rapid prototyping
process to improve the capabilities at the port level to
prevent and respond to terrorist incidents. At the port
level, operators understood their need to maintain sit-
uation awareness of the activities in and around the
port, but they did not have enough experience in port
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security to articulate their operational requirements.
Sectors Miami and San Francisco served as test beds
for rapid prototyping of a variety of technologies,
such as port surveillance systems, port partner col-
laboration tools, trip wires, and blue force tracking
tools (technologies that tell units where friendly
forces are).

RDC developed a robust collaborative relationship
with other Coast Guard and port partners in Miami
and San Francisco and worked closely with these
partners to improve and refine the understanding of
operational requirements. A significant accomplish-
ment from this rapid prototyping effort was the
development of rudimentary surveillance technolo-
gies, blue force tracking tools, and port partner col-
laboration tools that were demonstrated to improve
the productivity and effectiveness at the sector.

The success of the CATS-I rapid prototyping process
spurred the Department of Homeland Security Office
of Science and Technology to make significant invest-
ments in the development of a full-scale, operational
port-level surveillance and command and control
system in Miami. This system, called Hawkeye
(Figure 1), being developed by the Coast Guard’s
Command and Control Engineering Center, contin-
ues to serve as a test bed for experimentation for sec-
tor-level technology improvements. Sector Miami
staff play a key role in providing feedback to develop-
ers on the capabilities and the effectiveness of the sys-
tem design. Further, Hawkeye is serving as a basis for
the Coast Guard’s Command 2010 program, to refine
requirements and evaluate new technology concepts
for the Coast Guard acquisition of sector command
center capabilities.

A partnership between technologist and technology
acquirer/user is essential for improving port secu-
rity. While some funding is flowing to ports to
improve their security posture, ports are large, the
vulnerabilities are significant, and the funding is lim-
ited. Everyone involved in securing ports has a
responsibility to participate in the process of innova-
tion, so that the best and most economical technolo-
gies can be found to secure U.S. ports. True
innovation is realized when technologists and users
work together to achieve common goals.

About the author: Dr. Marc Mandler is technical director of the Coast
Guard Research and Development Center in Groton, Conn. He received
a B.A. in psychology from Clark University and a Ph.D. in psychology
from University of Rochester. He has been a civilian employee of the
Coast Guard for more than 22 years.

Endnote
! Research Technology Management, November-December 1996, pp 22-27.
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The Deepwater
Program

Reducing risk in the Maritime Domain.

by RADM PATRICK M. STILLMAN

Program Executive Offficer, U.S. Coast Guard Integrated Deepwater System

With his approval of the National Strategy for
Maritime Security in 2004, President George W. Bush
reaffirmed that the safety and economic security of
the United States depends upon the secure use of the
world’s oceans. “The United States has a vital national
interest in maritime security,” the new strategy states.
“We must be prepared to stop terrorists and rogue
states before they can threaten or use weapons of

mass destruction or engage in other attacks against
the United States and our allies and friends.”

The U.S. marine transportation system’s ports and
waterways are at once both a vulnerable and valuable
dimension of the global war on terrorism. As a result,
ADM Thomas H. Collins, the Commandant of the
Coast Guard, has placed a high priority on bolstering

o

Figure 1: The Deepwater Program's network-centric system for command and control will link all of the Coast

Guard's operational assets with a common operating picture and improve connectivity with the U.S. Navy, other
federal agencies, and local first responders. Rich Doyle, USCG.
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maritime security through vigorous implementation
of the Maritime Transportation Security Act of 2002;
the development of an enhanced maritime security
regime; improved Maritime Domain Awareness; and
the modernization and recapitalization of the Coast
Guard’s aging legacy assets and systems for com-
mand, control, communications, computers, intelli-
gence, surveillance, and reconnaissance (C4ISR). It is
for this reason that the Integrated Deepwater System
plays such an important role in reducing risk in the
Maritime Domain—beginning with the U.S. ports,
waterways, and coastal areas that are so vital to the
security and economic well-being of the United States
and the safety of our citizens.

A Centerpiece for Transformation

“Recapitalizing the Coast Guard is the foundation of
our ability to continue improving maritime security
while facilitating the flow of commerce,” ADM Collins
testified to Congress in 2005. “The Integrated
Deepwater System is the centerpiece for the Coast
Guard’s transformation and my top capital priority.”
Deepwater’s three new classes of more capable cutters
and associated small boats, manned and unmanned
aircraft, integrated logistics, and improved C4ISR all
will lead to a Coast Guard able to perform its multiple
missions substantially more effectively well into the
21st century.

Last year, the Department of Homeland Security
approved a revised post-September 11, 2001, imple-
mentation plan that aligns the Deepwater Program
with the department’s strategic goals of threat aware-
ness, prevention, and protection against terrorist
attacks; and response and recovery, should they occur.
The revised plan, based on a comprehensive perform-
ance-gap analysis, updated the original pre-9/11
Deepwater Program by requiring improved capabili-
ties on all assets; retaining, upgrading, and converting
aviation legacy assets as part of the final asset mix;
and adjusting the program’s overall asset delivery
schedule to improve operational effectiveness at an
affordable cost.

The revised plan ensures Deepwater cutters and air-
craft will be equipped with the right systems and
capabilities to operate successfully in our more chal-
lenging post-9/11 threat environment. The
Deepwater Program, projected to be a progressive $24
billion, 25-year modernization, conversion, and recap-
italization effort, now incorporates requirements for
such improved functional capabilities as:

*  Anetwork-centric system for C4ISR improve-
ments to harness the power of an interopera-
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ble network that will improve Maritime
Domain Awareness and provide a common
operating picture. This is key to the Coast
Guard'’s ability to lead the interagency effort
to know and respond to maritime conditions,
anomalies, vulnerabilities, and threats.
Improvements to C4ISR enable earlier aware-
ness of events through the more effective
gathering and fusing of terrorism-related
information, analysis, coordination, and
response—all critical to detecting, deterring,
and defeating terrorist attacks. Upgrades to
Deepwater surface assets, for example, con-
tribute directly to improved intelligence col-
lection and fusion through sophisticated
Shipboard Sensitive Compartmentalized
Information Facility sensors and increased
data-exchange bandwidth.

*+  Improved maritime-security capabilities, such
as increased speed and integrated weapons
systems on selected Deepwater cutters, essen-
tial to higher levels of maritime homeland
security during a terrorist attack, opposed
boardings, and other high-risk operations.

*  Helicopter airborne use of force and vertical
insertion and delivery capabilities to allow
helicopters to provide warning and/or dis-
abling fire and to deploy, deliver, and recover
boarding teams safely and more effectively.

*  Upgraded fixed-wing aircraft for long-range

surveillance to increase Maritime Domain
Awareness and reduce maritime patrol air-
craft shortfalls in operating hours; organic
Coast Guard air transport will be able to
deploy Maritime Safety and Security Teams
and National Strike Force teams faster for
response with their equipment.
Improved capabilities for anti-terrorist/force
protection on select Deepwater assets with
all-weather self-defense and the ability to
protect high-value assets; assets will have the
capability to engage terrorists with higher
assurance of survivability and continued mis-
sion capability.

*  Improved capabilities for detection and
defense for chemical-biological-radiological
(CBR) threats—essential to survival and con-
tinued operations during a CBR attack
involving a weapon of mass destruction.

It is not difficult to envision how these more-capable
Deepwater platforms will enable the Coast Guard to
maintain a more vigilant and responsive maritime
presence along the U.S. maritime border, starting at
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US. ports, waterways, and coastlines and extending
seaward to wherever the Coast Guard needs to be
present or to take appropriate maritime action. This is
the layered maritime defense mandated by the
National Strategy for Maritime Security.

As the new strategy states, “Ports in particular have
inherent security vulnerabilities: They are sprawling,
easily accessible by water and land, close to crowded
metropolitan areas, and interwoven with complex
transportation networks. Port facilities, along with the
ships and barges that transit port waterways, are
especially vulnerable to tampering, theft, and unau-
thorized persons gaining entry to collect information
and commit unlawful or hos-

foreign-flagged ships. Deepwater’s more capable
cutters will be important players in the screening and
targeting of vessels before they arrive in U.S. waters,
onboard verification through boardings, and, if nec-
essary, enforcement-control actions—more quickly,
safely, and reliably.

The Deepwater Program’s manned and unmanned
aircraft will deliver substantially more flight hours
than today’s legacy systems and provide improved
airborne use of force and vertical-insertion capabili-
ties. These improvements will be of inestimable
value to operational commanders in addressing
today’s tremendous burden of balancing the mis-

tile acts.”

The Deepwater Program will
posture the Coast Guard to
operate far more effectively in
this complex environment.
When Deepwater is complete,
cutters and aircraft will no
longer operate as relatively
independent platforms with
only limited awareness of what
surrounds them in the
Maritime Domain. Instead,
they will have the benefit of
receiving information from a
wide array of mission-capable
platforms  and sensors,
enabling them to share a com-
mon operating picture as part
of a network-centric force oper-

ating in tandem with other cut-
ters, boats, and both manned
aircraft and unmanned aerial
vehicles (Figure 1).

Although originally conceived with deepwater mis-
sions in mind—those extending more than 50 nautical
miles from U.S. coastlines—the Deepwater Program’s
mobile multimission platforms are ideally suited for
the wide range of homeland security operations
encountered in U.S. ports, waterways, and coastal
areas. Improved ship designs for Deepwater’s three
classes of new cutters, for example, will provide bet-
ter sea keeping and higher sustained transit speeds;
greater endurance and range; and the ability for
launch and recovery, in higher sea states, of improved
small boats, helicopters, and unmanned aerial vehi-
cles. These key attributes will enable the Coast Guard
to implement more stringent maritime homeland
security responsibilities, including jurisdiction over
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Figure 2: The cutter USCGC Vigilant, homeported at Cape Canaveral, Fla., received the
Deepwater Program's final installation of its first increment of C4ISR system upgrades in
November 2005. All 210-, 270-, and 378-class cutters are now outfitted with a classified local
area network and have access to the Department of Defense's Secret Internet Protocol
Network—a key enabler for more effective maritime security patrols. USCG photo.

match between inadequate resources to growing
mission requirements.

The Coast Guard's existing inventory of HH-60] and
HH-65 helicopters will be converted to multimission
platforms outfitted with more-capable systems.
Deepwater’s new CASA CN235-300M maritime patrol
aircraft, upgraded HC-130 long-range search aircraft,
and the Eagle Eye HV-911 vertical takeoff-and-landing
unmanned aerial vehicle also will significantly increase
search and surveillance areas from today’s levels.

Making a Difference Now
Turning from the future, the Deepwater Program is
also about sustaining and modernizing today’s Coast

PROCEEDINGS Spring 2006

/-

L

15



Guard. Recent upgrades to legacy platforms are
making a difference now in improving operational
performance until the transition to converted or
new-construction platforms occurs.

In autumn 2005, for example, the final installation of
Deepwater’s initial increment of C4ISR upgrades was
completed on the medium endurance cutter USCGC
Vigilant (Figure 2). All 210-, 270-, and 378-class cutters
are now outfitted with a classified local area network
and have access to the Department of Defense's Secret
Internet Protocol Network (SIPRNET), both under-
way and in port. This Deepwater modernization

4T :
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Figure 3: The medium endurance cutter USCGC Tampa sits high and
dry at the Coast Guard Yard, Baltimore, Md., during a major systems
refurbishment as part of the Mission Effectiveness Project for 210-
ft. and 270-ft medium endurance cutters. Gordon I. Peterson, USCG.
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effort began with the first installation on the USCGC
Northland in 2003 and corresponding installations
ashore at the Communications Area Master Stations
Atlantic and Pacific.

Deepwater C4ISR upgrades have already led to more
successful mission performance at sea by increasing
Maritime Domain Awareness and enabling more
effective joint operations. Commanding officers on
legacy cutters say Deepwater C4ISR upgrades have
revolutionized their work—helping the Coast Guard
to interdict and seize record levels of illegal drugs at
sea during the past two years. Cutters outfitted with
more capable Deepwater command-and-control
upgrades also served with distinction during the
Coast Guard’s response to Hurricanes Katrina and
Rita in 2005. They demonstrated their effectiveness
enabling on-scene coordination of operations with
local first responders and other federal agencies in
ports like New Orleans, La., and Gulfport, Miss.

Deepwater also is funding other sustainment projects
for older surface assets. Last May, the medium
endurance cutter USCGC Tumpa (Figure 3) was the first
270-ft. cutter to enter a nine-month major systems
refurbishment at the Coast Guard Yard in Baltimore,
Md.,, as part of the Mission Effectiveness Project (MEP).

MERP is a key part of the Deepwater strategy to allow
the Coast Guard to bridge the gap until new cutters
are delivered. This multi-year project for 210-foot and
270-foot cutters will replace obsolete and increasingly
unsupportable systems, to improve reliability and
reduce maintenance costs. Up to 27 of the 270-foot
Bear Class cutters and 210-foot Reliance Class cutters
will be phased into the yard’s workload over the next
several years to extend their service lives for an addi-
tional 10 to 15 years.

The Coast Guard's top aviation priority, Deepwater’s
accelerated re-engining of the workhorse HH-65 hel-
icopters, also is progressing well. Three modernized
HH-65C helicopters deployed during the Coast
Guard'’s response to Hurricane Katrina; their aircrews
saved 305 lives during 85 sorties. Compared to older
and less reliable Bravo models, the more powerful
and efficient HH-65C has twice the endurance on sta-
tion (two hours and 30 minutes) and can hoist twice
as many people (six).

With a recent contract award, the first of the six HC-
130] long-range search aircraft will soon begin its
“missionization” modifications, following final sys-
tem design and engineering. Modifications will result
in 90-percent C4ISR commonality with the CASA
MPA. The ] model of the venerable Hercules boasts
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improved power and performance over its predeces-
sor and will easily convert for cargo and personnel
transport missions, including the handling of over-
sized equipment.

Sustaining Momentum

Deepwater is postured to move forward with an
appropriate sense of urgency. A fiscal year (FY) 2006
appropriation of $933.1 million (later reduced by a 1
percent recision to $923.8 million) allows the Coast
Guard to sustain and modernize legacy cutters and
aircraft to increase their useful service life while the
acquisition of new assets advances (Figure 4).

Current Deepwater funding is expected to sustain
our momentum in providing the Coast Guard with
the more capable assets it needs to improve maritime
homeland security, to implement the National
Strategy for Maritime Security, and to perform all
enduring core missions.

Deepwater s FY-2006 budget provides for:
continuation of the production line for the
National Security Cutter;

+ continuation of design work for the first
Offshore Patrol Cutter;

+  completing the design and acquiring long-
lead materials for the first Fast Response
Cutter, now scheduled for delivery in 2008, 10
years ahead of its original schedule;

- the next phase of the Eagle Eye VUAV for
testing;

*  completion of re-engining of operational HH-
65 helicopters (Figure 5) using two produc-
tion lines;

*  service-life extension and conversion of HH-
60 helicopters and HC-130H LRS aircraft into
Deepwater end-state aircraft and continued
missionization of the Coast Guard’s six HC-
130] aircraft;

- service-life extension and electronics

upgrades for legacy medium endurance cut-

ters; and

+  continued development of Deepwater’s inter-

operable C4ISR system to improve Maritime

Domain Awareness and provide a common

operating picture.

The President’s FY-2007 budget request for the Coast
Guard includes $934.4 million for the Deepwater
Program—a major investment to enable the Coast
Guard to be ready, aware, and responsive in the future,
wherever and whenever it is needed. The Deepwater
Program will not transform the Coast Guard overnight

Figure 4: President George W. Bush is joined by legislators, cab-
inet members, and law enforcement officials in the East Room of
the White House as he signs the Homeland Security
Appropriations Act for fiscal year 2006. The appropriation will
sustain the Deepwater Program’'s momentum in modernizing and
recapitalizing the Coast Guard's aging legacy assets. Courtesy
Paul Morse, White House.

for its post-9/11 missions; progressive modernization
and recapitalization are a marathon, not a sprint. Month
by month and year by year, however, more capable
Deepwater assets, linked by a network-centric system
for C4ISR, will strengthen smart borders and protect the
nation’s ports, waterways, and coastal areas.

The Deepwater Program will progressively enable the
Coast Guard’s implementation of a layered, defense-in-
depth maritime security strategy for what has been rec-
ognized as the nation’s most valuable and vulnerable
sector, the Maritime Domain. In this sense, the
Deepwater Program is a critical investment in achieving
a more secure American homeland and building a 21st-
century Coast Guard.

About the author: RADM Patrick M. Stillman, the Integrated Deepwater
System’s first Program Executive Officer, leads the largest modernization
and recapitalization program in Coast Guard history.

Figure 5: The Deepwater Program's re-engining of HH-65 helicop-
ters has been accelerated as the Coast Guard's top aviation prior-
ity. Three re-engined HH-65C helicopters performed superbly
during Hurricane Katrina rescue operations, saving 305 lives dur-
ing 85 missions. As depicted here, older model helicopters
undergo a comprehensive modernization during the re-engining
process. PAC Jeff Murphy, USCG.
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Wed Like Your Input

PROCEEDINGS Magazine, Spring 2006

| READER'S SURVEY

As an effort to assist authors and the Proceedings magazine staff, this short
questionnaire was developed. Please take a few moments to complete it.

PORT SECURITY

Please return this questionnaire to ARL-DG-NMCFeedback@uscg.mil. Simply
type the question number and your response in your email with a subject
line of “Spring Proceedings.” You may also return the survey by fax at 202-
493-1065 by circling the number of your choice below.

1. Was the content in this issue of Proceedings useful to your pursuits in the
maritime industry?

Strongly Agree 5...... 4...... 3...... 2...... 1 Strongly Disagree

2. Was the design and layout of this issue of Proceedings pleasing to the eye and
conducive to readability?

Strongly Agree 5...... 4...... 3...... 2...... 1  Strongly Disagree

3. Do you have any suggestions for improvements to Proceedings?

YES / NO.
If you answered “yes,” what would you like to see included?
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Safely Securing
U.S. Ports

The port security assessment program.

by LCDR BraDY DOwNS

Deputy, Domestic Assessment Division, U. S. Coast Guard Inspections and Compliance Directorate

Shortly after September 11, 2001, the U.S. Coast Guard
created the Port Security Directorate to enhance secu-
rity in U.S. seaports. A crucial part of this organization
is the Port Security Assessment Team at Coast Guard
Headquarters, which has the responsibility of assess-
ing port vulnerabilities and potential consequences of
maritime-related terrorist acts and implementing
tools to help ports reduce the risk of terrorism. The
directorate immediately made an impact by conduct-
ing port security assessments in the nation’s militarily
and economically strategic ports, completing studies
of the consequences of terrorist acts on specific types
of vessels and infrastructure, developing a risk-based
tool to help ports identify maritime critical infrastruc-
ture and reduce their risk of terrorism, and assisting
the Department of Homeland Security (DHS) in
administering grants to improve port security.

Security Assessment

The Port Security Assessment Team took a very close
look at the vulnerabilities of critical infrastructure and
key assets in ports supporting the marine transporta-
tion system. The current assessment approach was
unique, in that it looked at port infrastructure from
the perspective of the terrorist and used Coast Guard-
led teams with former U.S. Navy Seals to identify
potential targets within the port. The teams identified
potential targets, including high-consequence water-
front facilities, passenger vessels and terminals,
bridges, and crucial waterways. These teams focused
on the vulnerabilities of these targets and developed
scenarios for attacking them, then followed on with
recommendations to improve security, including how
to detect, deter, and disrupt potential attacks.

www.uscg.mil/proceedings

To raise security awareness within the port, the
assessment identifies methods and locations where
terrorists might conduct surveillance of targets, gain
access to the target, stage equipment near the target,
and outlines activities that may indicate that security
is being probed prior to an attack. Using the unique
terrorist operations perspective enhances the vulnera-
bility assessments required by the Maritime
Transportation Safety Act and prevents duplicating
the security assessments being widely conducted by
industry and government agencies. Assessments have
been conducted over the past three years in 72 of the
nation’s most strategic port systems.

Risk Assessment and Analysis

Besides the vulnerability assessments, another key
issue within each port is the assessment of risk. Risk
incorporates the elements of threat, vulnerability, and
consequence. As Department of Homeland Security
Secretary Chertoff said, “What should drive our intel-
ligence, policies, operations, and preparedness plans
and the way we are organized is the strategic matrix
of threat, vulnerability, and consequence. And so,
we'll be looking at everything through that prism and
adjusting structure, operations, and policies to exe-
cute this strategy.”

Considering the uncertain nature of security threats,
and given that resources to counter them are limited, it
is very important to apply risk analysis to tackle the
greatest vulnerabilities with the worst consequences.
The Coast Guard has used a tool called the port secu-
rity risk assessment tool (PSRAT) for the past four years
to assess risk in the various ports across the nation.
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Currently, the Domestic Assessment Division within
the Directorate of Inspections and Compliance has
created an enhanced risk calculation tool, which is
called the maritime security risk assessment model
(MSRAM). MSRAM substantially improves the detail
of the risk model and gives a more accurate prioritiza-
tion of risk at the port and national levels to provide
stakeholders with the information they need to make
risk-based decisions and best apply their limited
resources.

The maritime security risk assessment model:

+ improves the threat component, by applying
threat data from the Coast Guard’s
Intelligence Coordination Center as to the
intent and capability of the adversary;

+ involves Coast Guard District and Area
Commands in review of data to provide con-
sistency across ports nationally;

+ requires assessing the capability of
owners/ operators of critical infrastructure,
local law enforcement, and Coast Guard
security assets to protect targets and deter
and interdict attacks;

*+  requires estimating the secondary economic
impacts with the loss of the target, considering
recoverability and redundancy of the target;

* addresses response capability as a primary

consequence  mitigation  factor  for
owner/operators, local first responders, and
the Coast Guard;

+ incorporates revised attack scenarios to
ensure alignment of the Coast Guard’s port,
waterways, and coastal security missions
with Department of Homeland Security
efforts;

+ features improved consistency of conse-
quence and vulnerability scores between
ports by having subject matter experts assign
acceptable ranges, based on experience and
field data;

+ integrates an asset screening step that will
allow users to determine if the consequence
ratings rank high enough to require a more
detailed review of the most critical assets in
the port;

+ includes a “change-case” capability, where
mitigation strategies can be applied to the
scenario/asset combination, to evaluate the
resulting risk reduction/risk buy-down;

*  brings training to field units, with the deploy-
ment of the tool to ensure a consistent
approach nationally;
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+  supports strategic and operational decisions
by rolling up of field-level risk assessments to
portray risk density of targets;

+ produces standard reports and the ability to
query data by various means; and

+  provides data to support local and national
risk-based decision making.

Special Technical Assessments

In addition to the vulnerability assessments and the
risk analysis tool developed via the PSRAT/MSRAM,
the Port Security Assessment Team conducts special
technical assessments to gather accurate information
on vulnerabilities and determine the possible conse-
quences of terrorist attacks on various vessel types
and other critical port infrastructure. These assess-
ments assist all levels of the Coast Guard, especially
the Captains of the Port in their role as the federal
maritime security coordinators, and asset owners and
operators in making risk-based policy decisions based
on factual data.

Special assessments typically include a technical
review of the vessel or port infrastructure, mission,
location, known vulnerabilities, cargo, areas of transit,
terrorist modes of attack, and historical review of
related incidents. Technical experts then use computer
models to determine blast effects of various explo-
sions for a range of attack scenarios, providing a con-
sequence assessment. The information gained by
these assessments provides a better understanding of
what may actually happen during a terrorist attack, so
that the most appropriate measures may be imple-
mented to protect U.S. ports and waterways.

Special technical assessment projects are nominated
by Coast Guard Headquarters, areas, districts, sectors,
and field units. Examples of special technical assess-
ments conducted include blast and consequence
analysis of:

+  liquefied petroleum gas ships;

*  passenger ferries;

*+  barges carrying certain dangerous cargoes;

+  tunnels;

+  liquefied petroleum gas barges;

+  cruise ships;

+  single skin tank vessels; and

+ ammonium nitrate commodities flow study.

Due to the sensitive information contained in these
reports, they are classified but can be accessed by
authorized personnel via the Port Security
Directorate’s secure Website. Also, key stakeholders
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with  appropriate
clearances have been
briefed on the results
of these reports

Funding

When vulnerabilities
are identified, conse-
quences are known,
and risks are priori-
tized, it is important
to then take steps to
reduce risk in the
port. This takes
resources. One of the
mechanisms in place
to address the needs,
vulnerabilities, and
documented gaps is
the port security
grant program. The
federal government
administers this pro-
gram, which funds
projects that reduce
security risks in ports.
In 2004, the Office of
Grants and Training
was designated as
the lead agency to
centralize state and
local terrorism pre-
paredness and grant
administration with
other emergency pre-
paredness grant pro-
grams. The Coast
Guard plays a signifi-
cant role by assisting
DHS in the grant
process, which has
awarded over $560
million since 9/11.

Port security assessments, the maritime security risk assessment model, special technical
Port security assess- Aassessments, and port security grants combine to provide some of the tools and capability
critical to a layered security regime.

ments, the maritime
security risk assessment model, special technical
assessments, and port security grants combine to pro-
vide some of the tools and capability critical to a lay-
ered security regime. This regime will mitigate risks
in U.S. ports and within the marine transportation
system.

About the author: LCDR Brady Downs was commissioned in the LLS.
Marine Corps in 1986, where he served in the 7th Marine Amphibious/
Expeditionary Brigade. In 1990, he transferred into the UL.S. Coast Guard.
His tours include Officer Candidate Instructor in Yorktown, Va.; Officer
in Charge of the Presidential Honor Guard in Washington, D.C.; and
Assistant Operations Officer aboard the Coast Guard Cutter Dallas. He
has served as Search and Rescue coordinator for Coast Guard Group N.Y.,
Pollution Investigator for Captain of the Port N.Y.,, and Senior Marine
Inspector and Marine Casualty Investigator for Activities New York. He

currently serves in the Directorate of Inspections and Compliance.
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HOMEPORT

This secure Internet portal provides
critical information and service to the
public, maritime security partners,

and Team Coast Guard.

by LCDR MARK HAMMOND
U.S. Coast Guard Office of Port and Facility Activities

by LCDR KARRIE TREBBE

Homeport Project Officer, U.S. Coast Guard Office of Resources and Information for Prevention
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Homeport (http:/ /homeport.uscg.mil) is a publicly
accessible, secure Internet portal that supports unique
U.S. Coast Guard business requirements by providing
personalized information delivery and critical serv-
ices to the public, maritime industry, and Team Coast
Guard. Version 1.0, which primarily supports port
security functionality, was deployed October 3, 2005.
It serves as the Coast Guard’s primary communica-
tion tool to support the sharing, collection, and dis-
semination of sensitive but unclassified (SBU)
information, including sensitive security information
(SSI). Homeport delivers an unprecedented level of
collaboration and information sharing capability and
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Consider these scenarios: An urgent message arrives
at the local Captain of the Port office. It requires the
immediate dissemination of a Department of Homeland
Security threat bulletin containing sensitive security
information to all Maritime Transportation Security Act-
regulated bulk-liquid facilities in that port. How is this
currently accomplished? Multiple phone calls, faxes,
hand delivery?

Prior to the next meeting of your Area Maritime
Security (AMS) committee, you wish to communicate
with committee members, exchange ideas, and solicit
comments/feedback regarding a sensitive portion of
the AMS plan. However, there is currently no easily
accessible, secure method of doing this without meet-
ing face to face.

What about changes in the Maritime Security (MAR-
SEC) level for your port? What is the process by which
you ensure appropriate entities are notified in a timely
manner, and how do you track MARSEC level attain-
ment for each entity?

Got Homeport? Then no problem!

has the potential to revolutionize the way the Coast
Guard communicates with the public and maritime
security partners.

Background/History

The Maritime Transportation Security Act of 2002
(MTSA) mandated increased information sharing and
the development of a suite of maritime security plans.
In light of these requirements, in the spring of 2004,
the US. Coast Guard Office of Port, Vessel, and
Facility Security (G-PCP) sought to develop an elec-
tronic plans (e-plans) management system to establish
an SSI-level database and Web-based portal access to

PROCEEDINGS  Spring 2006 Y/ 4

23



24

the vessel, facility, and area maritime security plans
required by the MTSA. The proposed concept was to
design a system that would afford instant access,
within a secure environment, for information sharing
and collaboration among critical decision makers
within federal, state, local, and industry for routine
maritime security and crisis situation management.

The U.S. Coast Guard Office of Information Resources
for Prevention collaborated with the Office of Port,
Vessel, and Facility Security to develop the proposed
system. The Office of Information Resources, in close
coordination with the Coast Guard’s Infrastructure
Management Division and the technical staff at the
Coast Guard’s Operational Systems Command
(OSC), developed a robust, Coast Guard-wide
Internet portal. This system also has the potential to
replace every Captain of the Port /Federal Maritime
Security Coordinator Internet Website and other
Coast Guard Websites with one consistent Internet
presence.

The capabilities of Homeport also enable the Coast
Guard to align with Department of Homeland
Security (DHS) goals and support two key points of
Secretary Chertoff’s six-point agenda:
increasing overall preparedness, particularly
for catastrophic events by enabling wide dis-
semination of threat/MARSEC information
to our maritime stakeholders, and
enhancing information sharing with our part-
ners.

Further, Homeport serves to support the National
Strategy for Homeland Security, released September
2005. This strategy specifies that the federal govern-
ment will build a national environment that enables
the sharing of essential homeland security informa-
tion horizontally across each agency of the federal
government and vertically among federal, state, and
local governments; private industry; and citizens.
This strategy calls on DHS to lead the effort to define
sharing requirements; establish processes for provid-
ing and receiving information; and develop technical
systems to share sensitive information with public-
private stakeholders.

System Development

During the summer of 2004, Homeport was developed
and successfully completed DHS vulnerability testing.
In November 2004 a prototype of Homeport was ini-
tially deployed to eight Coast Guard units for opera-
tional testing and evaluation. Development continued
and enhancements were made based on user feedback.
Operational testing and evaluation was completed in
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March 2005. Between March 2005 and the official
deployment on October 3, 2005, policy and guidance
regarding the use of Homeport were developed.

The full capabilities and potential of Homeport were
realized during Hurricane Katrina response and
recovery operations. Coast Guard operation centers
were inundated with phone calls and requests for
assistance. In coordination with OSC; the Office of
Information Resources; Coast Guard’s Infrastructure
Management Division; Coast Guard Headquarters
Command Center; and the Eighth District Command
Center, Homeport developers delivered the capability
of allowing the public to complete a
missing /stranded person request form online. Coast
Guard Headquarters and District Eight operation cen-
ters were able to log into Homeport to view the
requests. Within 24 hours of making the online
request form available, over 6,000 requests were sub-
mitted. In the end, Homeport received over 16,000
requests for help.

System Deployment

Multiple training sessions were conducted in July and
August 2005 at OSC Martinsburg, W.Va., to establish
a pool of qualified Homeport registration approvers.
Approvers are responsible for the review, proper vet-
ting, and approval of Homeport user accounts. The
training included basic system operations, specific
functionality, and key features enabling members to
return to their units to begin generating port-wide
usage and populating local content areas.

Post-deployment training is planned during fiscal
year 2006, consisting of several train-the-trainer ses-
sions. Additionally, on-demand training will be made
available to each sector desiring specific, focused
training. G-PCP is also in the process of developing a
series of training videos that will be available to the
field in the near future. These videos will highlight the
many useful tools and functionality within the system
that are designed to enhance coordination among var-
ious port security partners.

G-PCP hosted a series of workshops comprised of
Coast Guard personnel, representing a cross section of
various field units and program offices. This group
was brought together to represent the diversity of
potential Homeport users and to address concerns
regarding the implementation of Homeport. The end-
product of these workshops was G-MPS (now G-PCP)
Policy Letter 01-05, which provides detailed guidance
on the proper use of the port security functions within
Homeport, including review /approval of user regis-
trations, use of SBU communities, publishing threat
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products, and setting MARSEC levels. A core aspect
of the policy that is central to the registration process
is the proper vetting of registrants by account
approvers, since registered users have access to a vari-
ety of sensitive security information.

Access to Homeport user accounts is currently limited
to the following user groups:

+  owners and operators, vessel security offi-
cers, and company security officers of vessels
that are required to submit a vessel security
plan under MTSA;
owners, operators, and facility security offi-
cers of waterfront facilities required to submit
a facility security plan under MTSA;

*  members of an Area Maritime Security
Committee;

- members of national-level committees, such
as the Safety Advisory Committee, Harbor
Safety Advisory Committee, National
Industry Security Partner, Port Readiness
Committee, and National Maritime Security
Advisory Committee; and
Coast Guard members who deal with Area
Maritime Security Committees.

User access is approved based on a registrant’s eligibil-
ity and need to know. The general public has the abil-
ity to view a wide range of information, much of which
is currently found on the existing Coast Guard Website.

System Capabilities and Features

Homeport Version 1.0 offers many useful capabilities
and features for information sharing and collabora-
tion. Anyone can access general information without
an account. However, depending on their profile, reg-
istered users have access to the following capabilities
in Homeport:

publish and update unit Internet information
(such as statistics, safety and security zones,
and inspection schedules);

* notify any maritime industry Homeport user
(via e-mail);

+  change MARSEC levels for the entire COTP
zone or an individual port component;
see MARSEC attainment levels of individual
vessels and facilities in their COTP zone;

+ view the security plan for any vessel or facility;

*  manage Homeport registration for maritime
industry users and industry partners;
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* manage the security plan review and approval
process;

*+  publish and disseminate local security alerts;
review national security alerts and threat prod-
ucts; and collaborate with their Area Maritime
Security =~ Committee, Harbor  Safety
Committees, and Safety Advisory
Committees;

+ easily publish and maintain enterprise marine
safety, security, and environmental protection
Internet information;

+  publish and disseminate national security
alerts;

* publish and disseminate threat products, with
the ability to target distribution to specific port
users;

+  view security plans for any vessel or facility;

+  see MARSEC levels of any vessel or facility;

+  collaborate with any Area Maritime Security
Committee, Harbor Safety Committees, and
Safety Advisory Committees or other estab-
lished communities.

The collaboration feature is one of the most valuable
tools of Homeport. Homeport collaboration spaces,
known as communities, are where a designated
group of users can work together on projects, set
meetings, generate tasking, and exchange informa-
tion about topics of interest within a secure or non-
secure environment.

Short-term enhancement plans for Homeport
include the incorporation of an enterprise solution
for an Alert Notification System (ANS) whereby
Captains of the Port and Federal Maritime Security
Coordinators can broadcast alerts through multiple
means of communication. Further, the office of
Information Resources continues to work with DHS
on building appropriate connections between
Homeport and DHS" Homeland Security
Information Network, which provides the main
communication, analysis, and collaboration tool for
connectivity to state and local agencies.

For more information regarding Homeport, visit
http:/ /Homeport.uscg.mil.

About the authors: LCDR Mark Hammond is stationed at the U.S.
Coast Guard Office of Port and Facility Activities.

LCDR Karrie Trebbe is the Homeport Project Officer, U.S. Coast Guard
Office of Resources and Information for Prevention.
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America’s

Waterway Watch

This homeland security outreach

program is preventing terrorism

through awareness.

by CHIEF PETTY OFFICER PENNY COLLINS

Program Coordinator, America’s Waterway Watch, U.S. Coast Guard Office of Port and Facility Activities

by LT KENNETH WASHINGTON

Program Manager, America’s Waterway Watch, U.S. Coast Guard Office of Port and Facility Activities

America’s Waterway Watch (AWW), www.americas-
waterwaywatch.org, is a maritime homeland security
outreach program created to encourage members of
the recreational boating public, as well as the maritime
industry, to recognize and report suspicious activity.
AWW educates the public by describing:

what to look for;

where to look; and

how to respond when you see something sus-

picious.

What, Where, and How
For what should the public look? Suspicious activities
can include:

people appearing to be engaged in surveil-
lance of any kind;

people attempting to buy or rent fishing or
recreational vessels with cash for short-term,
undefined use; and

unusual night operations.

Where should you look? Sensitive locations include:
under and around bridges, tunnels, or over-
passes;
near industrial facilities such as power plants
and oil, chemical, or water intake facilities;
and
near military bases and vessels or other gov-
ernment facilities or security zones.

Finally, how should you respond? Recommendations
include:
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Secure and lock your boat when not aboard.
Disable the engine on stored or trailered
boats.

Do not approach or challenge anyone acting
in a suspicious manner.

Call the National Response Center at 800-824-
8802 or 877-24WATCH when you see some-
thing suspicious.

Call 911 if you see an immediate danger to
life or property.

The homeland security mission has become more of a
priority since September 11, 2001. For large commer-
cial waterfront facilities and vessels, new security reg-
ulations have been promulgated under the Maritime
Transportation Security Act of 2002 (MTSA) and have
been in force for a few years. While these regulatory
requirements are a major step in the right direction, no
single effort can address all security concerns for the
entire maritime transportation system, or for the mar-
itime environment as a whole. It has been estimated
that there are over 95,000 miles of shoreline, 6,000
bridges, thousands of marinas, and approximately 70
million recreational boats in the United States. Given
this extensive area of responsibility, it is not possible
to maintain a high level of security over all these areas
that may be vulnerable to potential terrorist or illegal
activity, without help from a vigilant public.

Given these recent events, the Commandant of the

Coast Guard encouraged the maritime industry to
report suspicious activity to help prevent future
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events of terrorism in the maritime
area. Many local Coast Guard
Captains of the Port developed out-
reach programs, staffing them with
dedicated Coast Guard Active Duty,
Reserve, and Auxiliary personnel to
address this call in their local areas.

Local Programs

Local outreach programs began to
organize in their areas of responsibility
to meet this request for greater vigi-
lance and reporting of suspicious
activity. Local programs such as “On
Guard” in Miami, Fla.,, and
“Community Coastal Watch” in
Mobile, Ala., prepared pamphlets and
other materials to inform the recreational boating
public and maritime stakeholders that their assistance
was needed to help protect U.S. waterways. The mes-
sage was well received by the maritime industry and
recreational boaters in each Captain of the Port zone
across the country.

Because all of these local programs were homegrown,
some problems came to light because of inconsisten-
cies. For example, each program had its own criteria
for spotting suspicious activity and even its own con-
tact numbers for making reports. Essentially, these
local programs needed to be connected nationally,
and there was no central place to obtain information
about all of them. While the local programs were very
successful, they did not share a common link with
other programs and materials. In early 2005, the
America’s Waterway Watch program was created.
A key objective of AWW is to bring together all
local programs under one initiative that is nation-
ally connected, but locally focused.

The AWW program provides national recognition
for all programs and unites them under one
umbrella, without losing local focus. AWW has
created brochures, stickers, posters, and other
educational materials to be used by all local pro-
grams to support their missions. The aforemen-
tioned toll-free numbers have been created for
use by all AWW program participants to report
suspicious activity.

U.S. Coast Guard Auxiliary
The program could not have succeeded without

Watch for vessels and individuals operating in a suspicious manner;

Under and arownd bridges, tannels, or overpasses,
Mear commercial areas like ports, fusl docks, eroige ships, marinas.

Mear military bases and vessels, other givernment facilibies, or securiby rones.

Mpar industrial tacilibies.

Be aware of activity around sensitive locations, such as:

Prople appearing to be engaged im serunillance,

Unattemded vessels or vehicles, Weesels anchorad whers thay shouldn't be,

Lights flaghing bethween hests.
Missing fenciag or lEghtimg,
Transferrimg of people or things between ships or boats.

the recreational boating community. This volunteer
group has once again proven its merit by developing
brochures and other educational materials, creating a
Website, and conducting numerous outreach activi-
ties with the recreational boating public across the
country (Figure 1). The auxiliary program, Waterway
Watch, has now been incorporated into AWW, so that
there will be no conflict in names. The auxiliary has
been charged to take the lead in the promulgation of
AWW within the recreational boating community.

As US. Coast Guard Auxiliary Commodore Gene M.
Seibert said in a recent press release, “The active duty
Coast Guard can’t be everywhere, all the time. There are
70 million recreational boaters. Through America’s
Waterway Watch, the Coast Guard Auxiliary is adding
eyes and ears to the nation’s efforts to prevent terrorism.”

Figure 1: Two Coast Guard Reservists and two Auxiliarists from the
America's Waterway Watch team conduct public outreach at the Ft.
Lauderdale boat show. From left: PS1 Glenn Moffett (Reservist); Mr.
Kenneth Deonarine (Auxiliarist); Mr. Irving Goldman (Auxiliarist); LT
Pedro Mesa (Reservist).

the help and close partnership of other organiza-
tions. The Coast Guard Auxiliary had taken a lead-
ing role in security-related outreach programs with
its Waterway Watch program, which is focused on
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Figure 2: Coast Guard Commandant ADM Thomas H. Collins is flanked by reservists from the
America's Waterway Watch program team and active duty personnel from the Coast Guard
Recruiting Command (CGRC). All are participating in an outreach effort at Lowe's Motor
Speedway, Charlotte, N.C. From left: FN Michael Cajagas (CGRC), AMT1 Rickey Allen
(Recruiting Office, Charlotte, NC); SK1 Chris Morere (Recruiting Office, Raleigh, N.C.); PAC
Renee Gordon (Officer-in-Charge, Recruiting Office, Charlotte, N.C.); ADM Thomas H.
Collins; AMT1 Charles Kramer (CGRC, Raleigh, N.C.); CAPT Bruce Viekman (Commanding
Officer, Coast Guard Recruiting Command); and PS1 Terry Waterfield (LANTAREA - CGD5,

il | |

Portmouth, Va.)
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Both the Auxiliary and regular Coast Guard have added
additional partnerships to the America’s Waterway
Watch effort. Organizations now participating include
the U.S. Power Squadrons, National Association of State
Boating Law Administratiors, Boat U.S., the U.S. Army
Corps of Engineers, the National Sheriff’s Association,
the states of Michigan and Connecticut, Association of
Marina Industries, Navy Sea Cadets, Association of
Shire Yacht Clubs, and International Association of
Chiefs of Police.

How the Public Can Help

Aside from partnerships, AWW is being marketed in
other ways. For instance, National Association for Stock
Car Auto Racing (NASCAR) fans are the target audi-
ence for an AWW public service announcement featur-
ing the Labonte racing family. Marketing to this
segment of the population makes sense, because a
majority of NASCAR fans are also recreational boaters

(Figure 2).

AWW directly supports two elements of the U.S.
Coast Guard Commandant’s Maritime Strategy for
Homeland Security:
increasing Maritime Domain Awareness; and
+ leveraging partnerships to mitigate security
risks.

The Coast Guard defines Maritime Domain Awareness
(MDA) as “the effective understanding of anything
associated with the global maritime environment that
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could impact the security,
safety, economy, or environ-
ment of the United States.”
America’s Waterway Watch is
a vital part of the Coast
Guard’s overall Maritime
Domain Awareness picture,
since a more vigilant and
aware public will greatly
increase deterrence to future
terrorist activities.

The public’s participation in
the program provides valu-
able information about suspi-
cious activity,. ~ AWW’s
partnership with the National
Response Center ensures that
the suspicious activity reports
received are shared with the
Department of Homeland
Security, Federal Bureau of
Investigation, Central
Intelligence Agency, and many
other government agencies
that require this information to plan and prepare for
any potential terrorist attack in the maritime sector.

Continued support of the America’s Waterway
Watch program will ensure that the agencies need-
ing the information will receive it on a timely basis.
AWW is unique, in that it offers the average citizen
an opportunity to actively contribute to the protec-
tion of our way of life.

The future of America’s Waterway Watch is bright.
As new partnerships are established and fostered,
the message will continue to reach the people who
will be the eyes and ears in helping to protect the
United States from those who would do harm. The
maritime area is huge and, subsequently, vulnerable.
The Coast Guard alone cannot protect all U.S. mar-
itime interests. It will require educational materials,
the continued support of the public through these
outreach programs, and continued funding from
leaders in government to move this effort forward.

About the authors: Chief Petty Officer Penny Collins has 32 years of
service with the U.S. Coast Guard as a reservist. On active duty since
October 15, 2001, CPO Collins serves as the Program Coordinator for
America’s Waterway Watch. Her responsibilities include developing
training procedures, coordinating partnerships, and interacting with the

Coast Guard commands for reserve participation as well as the Coast
Guard Auxiliary for augmentation.

LT Kenneth Washington, former Program Manager for America’s
Waterway Watch, had 14 years of active duty service with the U.S. Coast
Guard; seven of those years were spent as a boarding Officer. As program
manager, his responsibilities included acquiring funding for the program
and managing program activities. He served as the Assistant Branch
Chief for the U.S. Coast Guard Coordination and Awareness Branch.
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Three-Dimensional
Awareness

The notice of arrival and its role in
Maritime Domain Awareness.

by ENS JosEPH AZZATA
Assistant Project Officer, Notice of Arrival, U.S. Coast Guard

Imagine this scenario: On the dawn of the 11th day at | exist. But naivety is not a defense against attacks on
sea, the crewmembers of the fictional product tanker =~ U.S. ports and infrastructures. As the lead federal
Neptune rise in preparation for their first port call in the agency for maritime security, the U.S. Coast Guard is
United States. The Neptune is struggling to make its actively working to minimize the possibility of success
notice of arrival (NOA) time, after taking some heavy = of such a scenario by enhancing and expanding

seas during its transatlantic trip. The bar pilots are keep- Maritime Domain Awareness (MDA).
ing an eye on the vessel's progress, so they can position
their pilot boat accordingly. However, the pilots and the One dimension of MDA is the notice of arrival regula-

local U.S. Coast Guard units are not the only groups = tion (33CFR160.2), which, generally speaking, requires
tracking the tanker’s progress and preparing for its vessels to report their arrival data, date, time, location,

arrival. crew, cargo, and passengers to the Coast Guard for vet-

ting. It is a static tool, in that information is only avail-
Secretly, a four-man crew is approaching the pilot able when submitted by the user. However, it is vital,
boarding area from the south, in a 100-foot, power- because so much information is received that is not cur-

driven supply ship. Their mission is to ram the tanker = rently captured in other MDA initiatives. The informa-
and deliver a deadly cargo of tion captured in the NOA allows
ammonium nitrate fuel oil. As the Captain of the Port (COTP)
the supply ship comes up to Th e M D H P uzz I e to preposition the proper
speed, the captain on the bridge resources, such as armed board-
of the tanker notices the smaller ing teams (Figure 1) and boat
ship on what looks to be a colli- crews, to maximize effective-
sion course. The tanker is practi- ness. Or, in the case of a product
cally helpless, with steering tanker arriving, the COTP may
capabilities reduced at slow implement a moving security
speed, so the captain can only zone, based on available intelli-
hope this unknown vessel is gence, for the date of arrival.

going to alter course as he gives
a few perfunctory pulls on his However, the NOA is only one
ship’s whistle. Onboard the dimension of Maritime Domain
smaller supply vessel, the crew has no intention of Awareness. Three-dimensional coverage requires real-

stopping as they jam the throttle to full ahead... time information feeds, such as vessel tracking systems
(VTS) and automatic identification system data, cou-
Maritime Domain Awareness pled with credible intelligence. This provides more

Such a doomsday scenario may seem a bit extreme. It = insight into what the vessel is actually doing and what
is hard for the general public to imagine such a threat = information may have been purposely omitted from
and, therefore, may assume a threat like this does not the NOA.
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Figure 1: A boarding team positions itself to board a Bahamian flagged cargo ship. PA3 Donnie

=T : = 5 o s

Brzuska, USCG.
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Take the tanker scenario above, and assume that one of
the unlicensed crewmembers is a known terrorist. The
captain enters the person’s alias and sends the com-
pleted NOA off to the Coast Guard as required. The
staff at the Intelligence Coordination Center (ICC)
Coast Watch processes the NOA and finds this
crewmember’s alias matches one on a terrorist data-
base. The ICC then informs the Captain of the Port and
local law enforcement of this crewmember’s presence,
as well as the vessel's noncompliance. The vessel
tracking system and automatic identification system
data cannot provide a crewmember’s name, so it is
vital to integrate the current systems to provide this
layered defense.

Integration of Intelligence

The integration of the various data feeds and informa-
tion sources will make it far easier to track vessels in
U.S. ports and waterways. Currently, the Coast Guard
uses what is known as the COP, or common operating
picture. It provides exactly that—a computer-gener-
ated picture of all surface operations in the Maritime
Domain. Using the NOA, AIS, and other tracking
feeds, this system is able to categorize and track a ves-
sel based on NOA data, intelligence data, and other
external sources. The scope is far greater than that of
the current vessel tracking system and automatic iden-
tification system coverage. This overarching view
allows a vessel to be tracked point to point, with no
limited shadow areas. The COP centralizes the effort
of many systems, which not only saves time in the
screening process, but reduces the number of person-
nel needed behind a desk when they can be better
used on the dock or underway on patrol.
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Although a significant
hurdle has been created
for would-be terrorists,
there is still much to be
done. The Coast Guard is
continually looking for
ways to improve its cur-
rent NOA regulation.
Currently, the NOA regu-
lation only requires
reporting data on U.S.
and foreign-flagged com-
mercial vessels greater
than 300 gross tons. The
regulation also requires
information from for-
eign-flagged recreational
vessels greater than 300
gross tons and for any
vessel, either U.S. or foreign, carrying any certain dan-
gerous cargo. This equates to roughly 600 NOAs
processed daily, which is a sizable population of the
total arrivals. However, nearly any ship is capable of
creating a threat to homeland security, including
smaller commercial and recreational vessels.

- =

Closing the Gap

To enhance domain awareness, it is necessary to
increase the scope of the current NOA applicability to
include all foreign commercial vessels, regardless of
tonnage, and any U.S. commercial vessel arriving from
a foreign port. All inbound vessels need to be
screened, particularly those arriving from foreign
ports or places, to vet their crew and cargo. The secu-
rity screening process can only begin when the notice
of arrival is submitted.

Let’s go back to the tanker from the scenario, which is
about to encounter a deadly threat in the form of a 100-
foot supply vessel. Response is limited to the time
from the first acknowledgement of the threat until
impact. This could be hours or, in some cases, just a
few minutes. Probability favors the attacker. However,
the missing piece from our tanker scenario is intelli-
gence. The story is now changed to include credible
intelligence that informs the Coast Guard of a plan to
destroy the tanker. This intelligence may be nautical
charts and an operation outline found in a hotel room
or data from an informant. With this information, the
tanker is determined to be the target. The COTP can
then order the tanker to divert from the port, while the
Coast Guard leads a law enforcement team to the
smaller threat vessel and intercepts the four would-be
terrorists before they come within visual contact of the
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tanker. That's having Maritime Domain Awareness.

So, with the notice of arrival, the Coast Guard knows
when and where the tanker is arriving. We know the
crew, we know the cargo, and we know all of the hard
data. AIS and VTS tell where the vessel is, its speed,
and what course it is on. At this point, the Coast Guard
has two-dimensional coverage. Intelligence can bring
all this information together and give it some purpose.
Not every ship is a product tanker and receives as
much scrutiny. But add some credible threat, and now
this actionable information can be used to allocate the
proper response (Figure 2). This intelligence may come
in the form of high-level knowledge passed between
agencies, or it may come from the average boater con-
cerned about suspicious activity.

The Coast Guard has developed a program to help the
general public assist in protecting U.S. waterways.
America’s Waterway Watch (www.americaswater-
waywatch.org) provides the proper channels for the
public to contact the Coast Guard in the event they
witness unusual activity in and around U.S. maritime
infrastructure. Many eyes on the water are needed,
and who better to be aware of the intricacies of a har-
bor or coastal area then the boaters and workers who
spend their days on and around it?

So what is the answer? Simply put, if the United States
wants to have more comprehensive Maritime Domain

Awareness, the scope of applicability for the notice of
arrival and other tracking initiatives such as AIS
needs to be expanded. The Coast Guard cannot track
what it does not require, so the first step is including
more vessels. Will this be a waste of time because the
majority of those vessels are compliant and cause lit-
tle concern to the COTP? Yes, the vast majority will be
vetted and cleared without incident, but, for that
small population of vessels that cause concern, the
Coast Guard can direct its response in a coordinated
manner.

For example, more time can be spent researching why
the AIS feed indicates a port call at Berth A, while the
NOA indicates a port call at Berth B. Maybe this
anomaly is operator error; however, it might be some-
thing else more devious. This layered approach to
MDA can only be successful if the Coast Guard contin-
ues to utilize the proper tools as well as enhance them.
The notice of arrival is but one piece of the Maritime
Domain Awareness puzzle, but, without it, the puzzle
is incomplete.

About the author: ENS Joseph Azzata works as the Assistant Project
Officer for the Notice of Arrival Regulation. Prior to this assignment, he
was sailing as Third Mate in the U.S. Merchant Marine. He received his
license from the United States Merchant Marine Academy, Kings Point,
NY.

Figure 2: The U.S. Coast Guard Cutter Adak holds position alongside a cargo dhow.
PA1 John Gaffney, USCG.
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The United States’ 96-hour notice of arrival data indi-
cate that, on an average day, 1,040 vessels over 300
gross tons approach the United States from foreign
ports, while another 350 ships are present in U.S. ports.
An additional unknown number of vessels approach
the United States and transit the exclusive economic
zone on coastwise routes, bound for non-U.S. ports.
These vessels are not required to send a notice of
arrival, since they are not bound for U.S. ports and are
not generally tracked. An estimated 5,000 of these
large vessels are within 2,000 nautical miles of the
United States at any time.

The Case for Vessel Tracking

The U.S. Coast Guard is faced with the responsibility of
maintaining surveillance of maritime approaches to the
United States for safety, security, and environmental
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Figure 1: Long-range identification and tracking concept.

Courtesy Inmarsat.
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On Watch

Vessel tracking technologies

for maritime security.

by Mr. WILLIAM R. CAIRNS
Principal Engineer for Long-Range Identification and Tracking
U.S. Coast Guard Office of Navigation Systems

protection. The economic impact resulting from just an
11-day loss of the use of a West Coast port has been esti-
mated to be $140 million to $2 billion. Ongoing migrant
and drug law enforcement efforts demonstrate the lim-
ited ability of U.S. civil government and military entities
to see what is happening near the maritime borders.

The Coast Guard is pursuing vessel tracking technolo-
gies to assist in the detection, classification, identifica-
tion, and targeting of vessels. Among these
technologies, automatic position reporting is being
considered for tracking ships along the U.S. coastline,
out to 2,000 nautical miles.

Long-Range Identification and Tracking

Long-range identification and tracking (LRIT) is a
cooperative surveillance capability. In the LRIT con-
cept (Figure 1), a ship carries radio communications
equipment that reports identification, position, and
time to authorities tracking that ship.

To improve maritime security in the near term, the
Coast Guard may pursue voluntary LRIT. Ships sub-
ject to the Safety of Life at Sea Convention (SOLAS)
and fitted with Global Maritime Distress and Safety
Inmarsat-C equipment should have the capability to
report position information. Many already use this
capability or other satellite communications, such as
fleet management systems, to report position and
other information to shoreside agents and owners.
Ship owners may be asked to voluntarily make their
position information available to the Coast Guard elec-
tronically and permit polling.
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LRIT and International Regulations Legislation

The Maritime Transportation Security Act (MTSA) of
2002 authorized long-range tracking to assist in mar-
itime security: “The Secretary may develop and imple-
ment a long-range automated vessel tracking system for
all vessels in United States waters that are equipped
with the Global Maritime Distress and Safety System or
equivalent satellite technology....”!

The Coast Guard and Maritime Transportation Act of
2004 amended this section of MTSA 2002 by requiring
the implementation of long-range tracking, consistent
with international treaties, conventions, and agree-
ments to which the United States is a party More
recently, pending legislation may call upon the Coast
Guard to conduct a pilot project for long-range track-
ing using satellite systems to aid maritime security. °

With legislation as the underlying authority to implement
LRIT, the Coast Guard is pursuing several regulatory ini-
tiatives at both the international and domestic levels.

Proposed Mandatory Participation for SOLAS Ships
The United States is leading the effort at the
International Maritime Organization (IMO) for adop-
tion of an LRIT SOLAS amendment that includes flag,
port, and coastal state access to long-range identifica-
tion and tracking information. The United States seeks
to have SOLAS ships carry LRIT equipment capable of
automatically transmitting ship identity, position, and
time of position.

A U.S.-proposed draft amendment' to SOLAS Chapter
XI-2 (Special Measures to Enhance Maritime Security)
states that contracting governments, subject to certain
restrictions, can receive LRIT information transmitted
by ships as follows:

+  Flag states: All flag ships worldwide.

Port states: All ships indicating an intention to
enter, at a distance or time set by the port state.
Coastal states: All ships, regardless of flag, within
a distance of 2,000 nautical miles of the coast.

The U.S. proposal was submitted to the IMO
Maritime Safety Committee 78th session (MSC 78) in
May 2004 but was not adopted. In December 2004,
MSC 79 broadened the scope of LRIT beyond security,
to include safety and environmental protection.” The
IMO Radiocommunications and Search & Rescue
Subcommittee (COMSAR) is developing LRIT per-
formance standards and functional requirements and
resolving other technical issues.

LRIT Study
During April and May 2005, the Coast Guard; the
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Republic of the Marshall Islands (RMI); and Pole Star
Space Applications Ltd., an LRIT application service
provider; conducted an LRIT feasibility study. RMI
submitted its results to the IMO Maritime Safety

purplefinder.com

I vl

P For peos i respcet

Figure 2: PurpleFinder Web-based display from the Marshall Islands
LRIT Feasibility Study. Courtesy Pole Star Space Applications Ltd.

Committee 80th session (MSC 80). ¢

The United States acted as both port state and coastal
state in this study. When the Coast Guard received a
notice of arrival for a Marshall Islands ship, a request to
track was sent to Pole Star. RMI ships that participated
in this study were voluntarily tracked, even when not

Figure 3: The 2,000 nautical mile and 300 nautical mile

thresholds from the U.S. coasts.

bound for a U.S. port. Pole Star provided RMI ship raw
data feeds, including IMO number, position, course,
and speed reported, over Inmarsat-C. The Coast Guard
Operations Systems Center processed this data and
sent it to Coast Guard Command and Control
Engineering Center to be integrated into the common
operational picture. The position reports allowed the
United States to track RMI vessels on the common
operational picture and also via Pole Star’s
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Figure 4: Potential AIS coverage from NOAA data buoys.

PurpleFinder Web-based tracking tool (Figure 2). The
feasibility study demonstrated to MSC 80 that long-
range identification and tracking is achievable in the
near term, from both technical and policy perspectives.

LRIT Regulations

At the conclusion of the IMO Maritime Safety
Committee 80th session, officials agreed on the LRIT
system architecture and minimum information
requirements. It was agreed that the transmission of
LRIT information should not require any intervention
by shipboard personnel, will be at no cost to the ship,
and will be available free of charge to contracting gov-
ernments for search and rescue purposes. Only con-
tracting governments that request and obtain LRIT
information would be required to pay for the service.

MSC 80 officials also agreed that an independent long-
range identification and tracking coordinator should
perform oversight of the LRIT data center, application
service providers, and elements of the communica-
tions systems. The LRIT coordinator should verify that
all LRIT participants adhere to long-range identifica-
tion and tracking information security requirements.

by IMO;

the regulation applies to ships 500 gross tons
and above;

flag states can receive LRIT information from
all their ships globally;

flag states can name contracting governments
that shall not receive LRIT information on their
ships;

port states can set either a time or distance for
the mandatory receipt of LRIT information for
ships bound for their ports;

the distance at which a coastal state can receive
LRIT information remains under discussion. *

An MSC intersessional working group meeting was
held in October 2005 to develop draft SOLAS amend-
ments on LRIT. Because an agreement could not be
reached on coastal state access to LRIT information,
the draft amendment only includes flag and port state
access. The proposed amendment, submitted by the
United Kingdom as Circular Letter No. 2681, dated
November 8, 2005, is being circulated in advance of
MSC 81 so that it might be adopted there. ° At press
time, COMSAR 10 is expected to complete work on
long-range identification and tracking performance
standards and functional requirements and forward
these to MSC 81 for approval.

The deliberations at COMSAR 10 and MSC 81 on
long-range identification and tracking performance
standards and the draft amendment will have a sig-
nificant positive impact on international maritime
security. Figure 3 indicates the vast tracking area to
which the United States will have access at the 2,000
nautical mile threshold (black line). This distance
roughly equates to the 96-hour notice of arrival (at a
ship speed of 20 knots.) The green line indicates the
300 nautical mile threshold.

The IMO Maritime Safety Committee

requested the International Mobile -
Satellite Organization to advise the com-
mittee whether it was willing and able to
undertake this oversight role. ’ 1k

MSC 80 identified a number of LRIT key 4 A

points: .
nothing in the regulation shall
prejudice the rights or obligations
of states under international law;
the purpose of the regulation is for
security, search, and rescue, and

any other purpose as determined
ORBCOMM.
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Figure 5: Satellite-based automatic identification system. Courtesy
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Automatic Identification Systems

In addition to long-range identification and tracking
for maritime security, automatic identification sys-
tems are also taking a role in the near-shore environ-
ment. An automatic identification system (AIS) is
equipment required to be installed on SOLAS-class
vessels effective July 2004.° AIS messages include a
host of information such as ship identification, posi-
tion, time, cargo, speed, and rate of turn. Although
this system was designed for collision avoidance, by
communicating information directly between ships
within VHF range, AIS is now being used as a tool for
maritime security.

Nationwide AIS

The Coast Guard is pursuing a major acquisition to
deploy AIS receivers nationwide. In the short term,
smaller scale efforts are being made in the Gulf of
Mexico; in waters near Hawaii, California, and
Alaska; and on offshore National Oceanographic and
Atmospheric Administration (NOAA) data buoys.
Figure 4 indicates the additional coverage that may
be attained from these buoys.

Range of AIS Systems
AIS is a line-of-sight system, operating in the VHF
band. A good rule of thumb for line-of-sight coverage

= d =\/2 hantenna +\/2 hship

where d is the line-of-sight distance (in miles) and h
represents respective heights of shore and ship anten-
nas (in feet). An AIS antenna on a tower at 300 feet
should receive signals from a ship automatic identifi-
cation system 30 feet above the waterline out to 32
miles. However, research has shown that AIS may
reach much greater distances.

More comprehensive propagation models indicate a
broader coverage area than the rule of thumb. Using
the Engineer’s Refractive Effects Prediction System-
PROPR model, two ships with class A AIS antennas at
100 feet, 12.5 watt transmit power, 2.5 dB antenna gain,
and receiver sensitivity of =107 dBm ought to receive
each other at 40 nautical miles. From a similarly
equipped ship to a shore station with 100-foot, 9.5 dB
antenna gain and —119 dBm sensitivity, the shore sta-
tion ought to “see” the Class A at 97 nautical miles. "

The Coast Guard Research and Development Center
has established a network to study methods to
improve AIS reception. Personnel conducted meas-
urements on AIS shore site reception to determine
apparent coverage area. At one typical site, 50 percent
of the time, the maximum reception range was 140
nautical miles; 10 percent of the time the maximum
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reception range was 220 nautical miles. These dis-
tances are only achieved intermittently, but that may
be good enough for security applications.

Although tower-mounted AIS may reach these dis-
tances, it is still limited in range. By placing AIS
receivers at heights not achievable with towers, the
capability expands to a significantly larger footprint.

Satellite-Based AIS

Coast Guard contracted with Johns Hopkins University
Applied Physics Lab to determine if automatic identifi-
cation system signals could be captured over a wide
area, from a low-earth-orbit satellite. Because AIS trans-
missions are self-organizing, time division multiple
access, vessels within the same horizon can broadcast
their information in specific time slots, without stepping
on each other’s signals. This study examined the feasi-
bility of receiving and deciphering a large number of
simultaneous signals, with due regard to satellite
receiver saturation. It showed that receiving automatic
identification system signals at a satellite is feasible and
a significant number of signals could be received simul-
taneously, without loss of message content. A contract
was issued with ORBCOMM,, a satellite data communi-
cations company, to put an AIS receiver on one of their
satellites for testing. Figure 5 shows the satellite-based
AIS concept. At this writing, the test satellite was due to
be launched in 2006.

After validating the concept with a successful test, the
Coast Guard plans to deploy a follow-on constellation.
If testing of a satellite with an AIS receiver is success-
ful, deployment could begin for a five-year phase in
period to launch up to 26 satellites.

Through the use of technologies such as long-range
identification and tracking and automatic identifica-
tion systems, coupled with international regulations,
the Coast Guard is striving to improve its maritime
security stance.

About the author: Mr. William R. Cairns is Principal Engineer for Long-
Range Identification and Tracking in the Waterways Management
Directorate at UL.S. Coast Guard Headquarters. He has served on ULS. del-
egations to the IMO Maritime Safety Committee and NAV and COMSAR
Sub-Committees and is coordinator of the COMSAR Correspondence
Group on LRIT. He is a Fellow, Royal Institute of Navigation, and member

of the White House Military Aides Association.
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Maritime Domain Awareness (MDA) has always been
a focus for the U.S. Navy and U.S. Coast Guard, but,
since September 11, 2001, the term has taken on new
meaning as the sea services have worked to close secu-
rity gaps in U.S. maritime frontiers. In the multi-front
war against global terrorism, those who would exploit
the maritime environment and transportation systems
for unlawful or hostile means must be denied. U.S.
national interests lie well beyond territorial waters and
cannot be constrained by geographic boundaries. The
United States is the world’s leading maritime nation,
whether measured by the sheer number of vessels ply-
ing its waters, the volume of goods transported by
ship, or the economic value of its maritime commerce.
With such reliance on an efficient and effective global
maritime transportation system, the United States
must be firmly committed to its security.

From the U.S. perspective, the sooner illegitimate
activity in the global maritime environment can be
identified and halted, the more secure the homeland
will be. This means becoming aware of illegal or
potentially threatening activities as distant from U.S.
shores as possible to determine the optimal response.
Taking that a step further, then, critical areas such as
cargo loading facilities, embarkation/debarkation
points, shipping lanes, choke points, as well as our
own maritime approaches and facilities, must be
monitored to establish a layered security regime.
Additionally, layers of awareness must also be estab-
lished that are centered upon traditional areas of
interest, such as an environmental pollution and
recovery, resource poaching, humanitarian efforts, or
search and rescue operations.

Senior government officials, tasked with creating a
national plan to improve Maritime Domain Awareness
(see sidebar), recognized the need for the development
of a common operational picture, with a user definable
interface to a collaborative information environment
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Maritime Domain

Awareness

Technology is the easy part.

by MR. Guy THOMAS
Science & Technology Advisor, U.S. Coast Guard

(CIE). The challenge is to provide this common opera-
tional picture to all necessary entities in as complete
and accurate manner as near to real time as possible. To
do this, the envisioned collaborative virtual database
must be equipped with the latest automated data
manipulation tools, capable of data mining, pattern
recognition, anomaly detection and other planner, ana-
lyst, and operator automated assistance tools.

The strategy and plans workgroup, one of seven
formed after the multi-agency May 7, 2004, MDA
summit, developed seven essential tasks that, when
accomplished, are expected to achieve comprehensive
Maritime Domain Awareness. These tasks include
monitoring of vessels, people, cargo, and designated
areas of interest in the global maritime environment;
accessing all relevant databases; collecting, analyzing,
disseminating relevant information; and developing
appropriate metrics to measure performance toward
accomplishment of the MDA related missions.

The other workgroups included ones for technology,
legal, intelligence, common operational picture, out-
reach and budget. The intelligence workgroup
defined the potential threats and the technology work
group initiated a survey of what assets were available
within the government to assist in the detection of
those threats. Once it was understood what the
agreed tasks were versus those threats, and a rough
idea of what concept of operations was feasible and
likely to be enacted, the technology workgroup per-
formed a gap analysis on the entire MDA system and
proposed a range of initiatives to improve the capabil-
ity to detect, track, classify, and identify vessels, the
cargo in them and the people on them, including their
intentions, in the Technology Roadmap.

Technological Solutions
Since a core requirement of the MDA collaborative
information environment is accurate vessel detection
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and location data, the technology workgroup examina-
tion focused on ways to enhance the ability to detect
vessels and craft both on the high seas and in the lit-
torals. They looked at both sensors and likely platforms.

Radar

The first area of examination was, not surprisingly,
long range radar systems upgrades. The utility of
three types of long range (beyond line of sight) high
frequency radars is being studied:

+  The buoy-mounted HF surface wave radar,
currently used for ocean current and wave
height observation, appears to have promise.
This is especially true if several are used
together in a multi-static mode.

+  The very large array relocatable over the
horizon radar (ROTHR) appears the most
promising in many ways, with demonstrated
detection ranges of 1500+ miles.

face way radar, which may have some lim-
ited utility in unpopulated areas.

Other sensors

To screen shipments before they depart foreign coun-
tries destined for the United States, Customs and
Border Protection (CBP) uses non-intrusive technol-
ogy to quickly inspect cargo containers. Enhanced
capability to detect a wider variety of potentially
threatening substances is under development.
Additionally, smart boxes, which are shipping con-
tainers with built-in sensors that can detect tempera-
ture changes or unauthorized entry and some
prohibited items, now in use to protect valuable or
perishable contents, are currently being evaluated.

New sensors— both active, such as upgraded radars,
and passive, such as the exploitation of the reflection
of radio, TV, cell tower and satellite downlink sig-

The large array shore or barge-based HF sur-

nals, and acoustics—are being examined.

Formation of the National Strategy for Maritime Security

Today, a major paradigm shift is occurring with regard to Maritime
Domain Awareness, as the Coast Guard, in active partnership with
a broad range of governmental agencies, seeks to protect U.S.
ports and waterways from those who would do them harm.

Indeed, since September 11, 2001, numerous war games, semi-
nars, and forums have been held to discuss needed improvements
in the maritime security of the United States. Those discussions
ranged from the search for technological silver bullets to legal and
policy issues, to resources required gathering and analyzing all
forms of intelligence and information. In August 2003, the U.S.
Coast Guard, the lead federal agency for security in the Maritime
Domain, recognized its lead responsibility and created the
Maritime Domain Program Integration Office (MDA PIO).

It was immediately recognized that there needed to be a summit
of all federal agencies involved in the Maritime Domain, and,
beginning in January 2004, planning was initiated. The MDA sum-
mit concept plan was quickly approved by the Secretaries of
Defense and of Homeland Security. Over the next four months,
numerous planning meetings were held with almost 30 federal
government organizations. The culmination was the MDA Summit,
held at Johns Hopkins University Applied Physics Laboratory on
May 7, 2004, co-hosted by the Honorable James Loy, Deputy
Secretary for Homeland Security, and the Honorable Paul McHale,
Assistant Secretary of Defense for Homeland Defense. In atten-
dance were senior members of every federal agency with a stake
in the U.S. Maritime Domain.

Due to meticulous pre-planning, the senior members of those 25+
agencies were able to agree on just what MDA is, establish its
guiding principles, achieve a baseline understanding of the issues
involved, and set a course for the way ahead. One of the main find-
ings was that the efforts to provide the maritime security of the
United States was heretofore disjointed and lacked clear authority
and chain of command. To address this challenge, a senior steer-
ing group, made up of deputy cabinet level members, was created,
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and a team, co-led by the Navy and the Coast Guard, was formed
to develop an implementation plan and draft a presidential direc-
tive.

An accepted definition of MDA was agreed upon: “The effective
understanding of anything associated with the global Maritime
Domain that could impact the security, safety, economy, or environ-
ment of the United States.” This is an extremely broad and ambi-
tious definition, which by its breadth requires unprecedented
levels of cooperation among U.S. government agencies, civil
authorities, foreign government agencies, and private industry.
That cooperative effort is reflected in the broad composition and
subject matter of the seven workgroups that were established to
address various aspects of MDA. Those workgroups included strat-
egy and plans, legal, outreach, budget and resources, intelligence,
common operational picture, and technology.

On December 21, 2004, President George W. Bush signed the
National Security Presidential Directive-41/Homeland Security
Presidential Directive-13. This dual-titled directive established U.S.
maritime security policy and directed the development of a wide-
ranging National Strategy for Maritime Security (NSMS) that
includes eight policy actions. The NSMS was subsequently signed
on September 20, 2005. The eight supporting plans followed suit
over the next several months.

The purpose of the directives is to enhance U.S. national security
by focusing the disparate maritime security-related efforts occur-
ring across a wide range of government agencies into a cohesive
and comprehensive national effort. The first, and most fundamen-
tal, of the policy actions is Maritime Domain Awareness. Each pol-
icy action has a deliverable due to the president, and, in the case
of MDA, this deliverable is a national plan to achieve Maritime
Domain Awareness.

To that end the MDA Implementation Team has been created and
is now at work.
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Platforms

Commercial satellites, and high and medium alti-
tude, long endurance craft, both lighter-than-air and
more conventional unmanned aircraft such as the
Global Hawk, have the potential to localize and iden-
tify vessels on the high seas. Unconventional plat-
forms, such as lighter-than-air vehicles (free-floating
and tethered), oceanic surveillance buoys, and new
buoys built for ship surveillance, are being consid-
ered for surveillance of our approaches. Employing
existing oil rigs or even building new, free-floating
platforms for surveillance purposes are also under
consideration. Nothing is off the table.

Transponders/Beacons

Large commercial vessels now carry a collision avoid-
ance and harbor traffic control device called the auto-
matic identification system (AIS). It contains
information similar to the transponders carried on
airliners, and work is underway to convert this sys-
tem to a system similar to air traffic control, to better
identify all vessels near U.S. shores. Eventually, AIS
may have space-based relays on commercial satel-
lites. These same ships are also required to carry the
satellite communication-based Global Maritime
Distress and Safety System (GMDSS) which can be
polled to determine the ship’s location. Additionally,
several companies now sell commercial satellite-
based asset tracking systems which could also be
used as a vessel tracking system at a nominal cost.
Both the U.S. Air Force and the U.S. Army are using
commercial satellite-based systems for asset and
“blue force tracking” to good effect. Expansion of
either, or both, for use as an MDA tool is under con-
sideration.

Operational Concept

Coupling long range sensors with cooperative report-
ing devices, such as AIS, and satellite-based tracking
devices, with the mandated advanced notice of
arrival—which requires all large commercial vessels
to report their intention of entering a U.S. port 96
hours in advance—appears to best establish a baseline
as to what is approaching the U.S. coast. Sensors, as
described above, coupled with the transponder/bea-
con systems, could determine which contacts are not
reporting, thereby allowing watchstanders and ana-
lysts could focus special attention of those few tracks.
One of the first things they would do is query data
bases to understand known potential problems. A
description of some of the tools under consideration is
below.

Data Fusion
Another rich area for the development of understand-

ing of MDA’s environment is data fusion including,
data-mining, pattern recognition and anomaly detec-
tion of information in existing databases, owned by a
wide range of organizations, including many govern-
mental organizations, international organizations, and
cooperative private companies such as insurance, trad-
ing, shipping, and ship building and operating compa-
nies who fully understand it is in everyone’s best
interest to participate in the CIE. Analytical software
that can either run alone, or in conjunction with data-
mining and anomaly detection software, is being devel-
oped.

A Look to the Future

Global information system display and decision tools
for analysis and decision makers at all levels are also
being investigated, as are the means to tie all of these
functions together and build a true, real-time, com-
mon operational picture. One of the major initiatives
in this area is composable FORCENet, which allows
the user to define his/her relevant community of
interest on the fly. Composable FORCENet, a Navy
initiative to build its own service-oriented architec-
ture (SOA), is developing the tools to allow a user to
quickly define his own rules for his own information
domain, using smart push and pull tools to make
optimum use of all information available and relevant
to the particular system/console operator. It will
build the user defined operational picture.

Great strides can be made toward improving
Maritime Domain Awareness through efforts to
enable and enhance information sharing among gov-
ernmental agencies and by incentivizing private
industry participation. However, there are significant
policy as well as technological challenges to be over-
come. Notable synergies will be realized, as various
operational pictures are integrated and databases
from participating agencies are made available.

Beyond establishing communication pathways, policy,
as well as technical, solutions are also being sought to
solve issues concerning restricted data accessibility
and protection of civil liberties and proprietary infor-
mation. If anything, the policy issue is actually larger
than the technology issues. Much has been done, but
more remains to be done. The Navy /Coast Guard
team, working together, is fully engaged in developing
new ways to safeguard the United States from a wide
range of possible maritime threats.

About the author: Mr. George Guy Thomas is Science & Technology
Advisor, Maritime Domain Awareness, U.S. Coast Guard. A retired Navy
commander, he has published several articles on technical intelligence, recon-
naissance and surveillance systems, and electronic warfare. Mr. Thomas is a
distinguished graduate of the Naval War College, he holds a Master’s Degree

in Computer Information Systems from Bryant College. He is a member of
Delta Mu Delta, national graduate school honor society.
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Keeping U.S. Waters
Safe and Secure

Industry leadership in port security.

by LCDR MARK WILLIS
Waterfront Facility Security Branch Chief, U.S. Coast Guard
Office of Port and Facility Activities

by LCDR MALCOLM MCLELLAN
Vessel Security Branch Chief, U.S. Coast Guard
Office of Port and Facility Activities

The maritime industry has always played an integral
part in the development and implementation of regu-
lations. Without this support and leadership, the reg-
ulatory process would be contentious and potentially
damage the staunch relationship that the U.S. Coast
Guard has developed with maritime industry part-
ners. Their assistance in developing the provisions of
the Maritime Transportation Security Act (MTSA) of
2002 was invaluable. During this process, the alterna-
tive security program (ASP) was developed to pro-
vide industry partners greater flexibility in meeting
MTSA requirements.

The Coast Guard was commended by the maritime
industry for establishing the ASP provisions that
prompted security programs compatible with a large
segment of the regulated U.S. merchant maritime
fleet. Several organizations, including the American
Waterways Operators, Passenger Vessel Association,
Lake Carriers Association, and the Offshore Marine
Service Association, rose to the challenge and devel-
oped ASPs for their specific industry segments. To
date, there are nine approved alternative security pro-
grams, which include thousands of vessels and facili-
ties throughout the nation.

American Waterways Operators

The American Waterways Operators (AWO) is a
national association representing the owners and
operators of towing vessels and barges serving inland
and coastal waters of the United States. The towing
industry accounts for 79 percent of all domestic
waterborne freight (Figure 1). Of the 31,449 towing
vessels and barges in the towing industry, AWO

Figure 1: A crane barge manuevers near other barges the
Houston ship channel. PA2 James Dillard, USCG.
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member companies account for 80 percent of them.
Since September 11, 2001, AWO took a very proactive
approach toward development of an ASP for the tow-
ing industry.

According to Ms. Amy K. Hewett, AWO’s manager,
government affairs, “AWO brought together a diverse
cross section of members to develop their alternative
security program.” Their efforts resulted in a practical
alternative security program that significantly
enhanced the security of the towboat industry.

“The AWO ASP has enabled AWO members to focus
on implementing security measures to reduce the vul-
nerability of their vessels and operations, rather than
spending time developing individual vessel plans
and obtaining Coast Guard approval,” Hewett said.

When asked about changes the AWO would like to
see in the ASP portion of the rule, Hewett com-
mended the Coast Guard for allowing trade associa-
tions and other industry groups to develop ASPs that
address the particular needs of specific segments of
the maritime industry. However, she recommended
the use of the same compliance checklist by member

companies when verifying a vessel’s implementation
of the AWO ASP.

The Lake Carriers Association

The Lake Carriers Association (LCA) represents U.S.-
flagged vessel operators on the Great Lakes. The asso-
ciation has 12 member companies, which operate 55
vessels, including self-propelled vessels and inte-
grated tug/barge units that range in length from 383
to 1,013.5 feet. In fact, 13 of LCA’s vessels are more
than 1,000 feet long. Cargo carried by these vessels
includes coal, iron ore, stone, cement, salt, grain, and
liquid bulk products (Figure 2).

An LCA-developed alternative security program for
Great Lakes carriers was approved by the Coast
Guard in December 2004. For its efforts, the LCA was
commended by RADM Ron Silva, Commander of
the 9th Coast Guard District: “Your foresight will not
only assist the Great Lakes community in complying
with MTSA requirements but, more importantly, will
greatly enhance the security of your vessels and the
people of the Great Lakes.”

According to Mr. Glen Nekvasil, LCA’s vice presi-
dent, corporate communications, “the primary suc-
cess of the ASP is that it is tailored to the Great Lakes
environment. Also, everyone has a clear understand-
ing of what is required and how best to achieve its
goals. What will be most important in the future will
be to ensure that any changes in the security regime
are based on risk and recognize the difference in
operating conditions throughout the U.S. Merchant
Marine.”

The Offshore Marine Service Association

The Offshore Marine Service Association (OMSA) is
a national trade organization of offshore marine
operators that addresses and pursues issues relevant
to vessels engaged in various offshore activities,
including crew boats for oil rigs, offshore supply and
utility service vessels, lift boats, cargo and derrick
barges, offshore construction and other specialized
offshore support vessels. After 9/11, OMSA pro-
vided the leadership needed to prevent exploitation
of offshore marine industry assets by terrorists.

“OMSA immediately recognized that one of the cor-
nerstones of security for America's vital offshore oil
and gas infrastructure was the people and vessels
that support that infrastructure,” commented Mr.
Ken Parris, OMSA vice president. “With off-
shore sources of oil and gas supplying more

than 25 percent of America's energy needs, it
was vital to prepare a unified program that
would quickly ramp up the offshore industry's
security posture.”

OMSA took responsibility to develop a unified
security plan that could be used across the entire
industry and formed a working group of com-
pany security officers to develop responses to
security scenarios for various threat levels.
These recommendations were developed into
an industry-relevant ASP and submitted to
Coast Guard for approval.

Figure 2: The Columbia Star navigates a lock.
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When asked about OMSA’s experience in
developing and implementing its ASP,
Parris said, “Our experience was one of
consultation and cooperation. By involv-
ing the Coast Guard staff early, and
through regular contact, we were able to
produce a product that required minimal
editing prior to final approval
Deployment and implementation of the
plan was facilitated by the use of an
industry-wide ASP.”

The Passenger Vessel Association

The Passenger Vessel Association (PVA)
is a trade organization that focuses on the
issues and concerns relevant to owners
and operators of small passenger vessels.
PVA members own or operate passenger
ferries, small dinner cruise ships, charter
vessels, gaming vessels, excursion ves-
sels, and other small passenger vessels
that carry an estimated 200 million pas-
sengers each year. The limited resources
available and competitiveness of the

small passenger vessel industry has made compli-
ance with the MTSA security regulations more chal-
lenging. To ensure the security of the passengers,
crews, and cargo, it was imperative that this chal-
lenge be met and overcome. By partnering with the
Coast Guard, PVA was able to develop industry stan-
dards for security of passenger vessels that led to the
development of an approved PVA alternative secu-

rity program (Figure 3).

Ms. Beth Gedney, director of safety, security, and risk
management for PVA, said, “Developing the ASP
was a very positive experience. We believe that the
end result is always much better when Coast Guard
and PVA develop the document together, to address
concerns on both sides; the result is a better product

that requires less adjusting afterwards.”

PVA president Mr. Gary Frommelt commented,
“This is a significant achievement for the passenger
vessel industry and a major benefit for PVA mem-
bers. It means that PVA members will have direct
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Figure 3: Passengers are screened prior to ferry launch.

The Maritime Transportation Security Act has been
very successful in enhancing the security posture of
the maritime industry and community. A key element
of this success has been the leadership provided by
the maritime industry’s professional organizations.
The strong partnership, leadership, and collective
professional experience of the marine industry
ensured the development of new countermeasures to
traditional areas of vulnerability along the waterfront
and in the coastal domain. This permitted the
Maritime Transportation Security Act to be developed
and implemented rapidly following the tragic events
of 9/11. Programs such as the ASP continue to ensure
that security requirements are catered to the customer,
thereby providing the flexibility needed to maintain
effective security systems.

About the authors:

LCDR Malcolm McLellan has been in the marine safety field for 12 years,
with assignments to Coast Guard Marine Safety Office Mobile, Activities
Europe, and MSD Greenville. He is currently assigned to the Office of
Port and Facility Activities at Coast Guard Headquarters, where he han-
dles all issues relating to vessel security.

access to a security program that has already been

thought through for them. They will have a viable
and effective tool that will allow them to efficiently
enhance their organization's security, while helping

to meet the security needs of our nation.”
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Maritime

Security Training

The specifics of federal and

international requirements.

by LCDR DEREK A. D'ORAZIO

Chief, U.S. Coast Guard Marine Personnel Qualifications Division

The Code of Federal Regulations (33 CFR Subchapter
H) implements the Maritime Transportation Security
Act of 2002 (MTSA)". It also aligns, where appropri-
ate, domestic maritime security requirements with the
international maritime security standards contained
in the International Convention for the Safety of Life
at Sea, 1974 (SOLAS Chapter XI-2), and the
International Ship & Port Facility Security (ISPS)
Code.

The Coast Guard has partnered with the Maritime
Administration (MARAD) and the United States
Merchant Marine Academy (USMMA) to develop
model maritime security training courses and tables
of competence, and a voluntary maritime security
training course approval program, in accordance with
section 109 of the MTSA.

Internationally, there have been a number of recent
developments with respect to maritime security train-
ing. The International Maritime Organization (IMO)
has developed mandatory training requirements for
ship security officers (SSO) for future inclusion in the
Standards of Training, Certification & Watchkeeping
Convention, 1978, as amended (STCW). IMO has also
published a circular with guidance on company secu-
rity officer training requirements, and similar guid-
ance for port facility security officer training is
anticipated in the near future.

The Coast Guard will implement the new interna-
tional requirements and guidance when 33 CFR
Subchapter H is revised. There will be transitional
provisions for grandfathering existing certified per-
sonnel at the time the regulations are revised.
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Current Requirements

Subchapter H requires all personnel on applicable
vessels to have some degree of maritime security
knowledge, depending on the level of responsibility
of the individual; however, the regulations do not cur-
rently require formal training. Rather, this knowledge
can be obtained through training or equivalent job
experience.

Vessel applicability is stated in 33 CFR 104.105. The
regulations apply to most U.S. commercial vessels
and to foreign commercial vessels operating in U.S.
waters. Foreign vessels with a valid International Ship
Security Certificate certifying compliance with the
ISPS Code are deemed to be in compliance with most
33 CFR Subchapter H requirements, including the
maritime security knowledge provisions for vessel
and company personnel.

Each vessel to which 33 CFR Subchapter H applies
must have a designated Vessel Security Officer (VSO)
in accordance with 33 CFR 104.215. All other vessel
personnel must meet the requirements of 33 CFR
104.220 or 104.225, depending on whether they have
security duties. Each applicable vessel owner/opera-
tor is also required to designate a company security
officer (CSO)?, and all company personnel with secu-
rity duties must have appropriate security knowledge
through training or equivalent job experience.’

Owners/operators of applicable waterfront facilities
must likewise designate a facility security officer
(FSO), and all facility personnel must have some
degree of appropriate security knowledge through
training or equivalent job experience.” Facility appli-
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cability is stated in 33 CFR 105.105.

Since the regulations do not currently require
approved training, the Coast Guard does not at this
time approve or certify any maritime security training
courses. However, as a matter of enforcement, the
Coast Guard evaluates the qualifications of vessel,
company, and facility personnel during inspections
by assessing their knowledge and ability to carry out
their security duties and responsibilities.

MTSA Section 109

Section 109 of the MTSA, “Maritime Security
Professional Training,” required the Secretary of
Transportation, as delegated to MARAD, to develop
standards and curricula to allow for the education,
training, and certification of maritime security per-
sonnel. MARAD and the Coast Guard have been
working together to fulfill this mandate through a
joint committee that also includes the United States
Merchant Marine Academy and the Transportation
Security Administration. This group is informally
referred to as the MTSA 109 committee.

USMMA, in coordination with the Coast

public on the MARAD  Website at:
www.marad.dot.gov/MTSA / MARAD%20Web%20
Site%20for%20MTSA %20Course.html

In response to industry demand, the MTSA 109 com-
mittee also developed a voluntary program for
approval and certification of maritime security train-
ing courses under section 109 of MTSA. This pro-
gram is funded by MARAD, and it is currently
offered at no cost to training providers. The goal of
this program is to promote high quality, uniform
training of maritime security professionals. Maritime
security training providers seeking course approval
and certification are encourag